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—— Abstract

Background: Vulnerability-Contributing Commits (VCCs) are the code changes at which a software
system turns from safe to unsafe with respect to a specific vulnerability. Accurate VCC identification
is crucial for training vulnerability detection models, yet the reliability of existing VCC datasets
remains underexplored. If these VCC datasets contain mislabeled commits, models trained on them
may learn incorrect patterns.

Aims: We present a two-part study of VCC dataset quality: characterizing how VCCs are defined
and identified across the literature, and empirically measuring the accuracy of existing VCC datasets.

Method: We review 38 papers and, based on their findings, propose an operational VCC definition
based on security state transitions and testable through parent commit validation. We apply this
definition in an exploit-based validation study on 6 datasets aggregating 3,105 VCC samples, of
which 168 (5.41%) have publicly documented exploits enabling empirical validation.

Results: We found significant terminological and definitional inconsistencies: 8 distinct terms with
varying definitions, 15.8% of papers lacking explicit definitions, and confusion between commits that
contain versus commits that introduce vulnerabilities. Among the 168 validated samples, we observe
a 79.2% false positive rate, rising to 88.4% in the subset whose verdicts rest entirely on runtime
exploit reproduction, with 47.0% being commits labeled as VCCs although the vulnerability was
already exploitable in the parent commit.

Conclusions: Existing VCC datasets contain labeling errors detectable through exploit-based
parent commit validation. Our findings call for standardized VCC definitions and parent commit
validation to distinguish VCC commits from those that merely modify already-vulnerable code.
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1 Introduction

Software security remains a persistent concern as applications become increasingly integrated
into critical infrastructure and daily life [33]. Software vulnerabilities, which are defects that
can be exploited to violate security policies [48], can lead to serious consequences ranging from
system crashes to sensitive data breaches. Prior works have developed various techniques
to address this challenge, including code reviews [22], automated static analysis [60], fuzz
testing [6,29], and machine learning (ML) approaches for vulnerability detection [38, 50].

A promising direction in this field focuses on detecting vulnerabilities at the commit level.
A Vulnerability- Contributing Commit (VCC) is commonly described as a code change that
introduces a vulnerability into a software system [27,40]. Identifying VCCs when they occur
enables developers to address security issues while the code context is still fresh, rather than
discovering vulnerabilities months or years later after exploitation [38,71].

While ML models have shown promise for VCC detection [38,45,50], they depend heavily
on the training data quality. If VCC datasets contain mislabeled commits or samples that
cannot be validated due to obsolete dependencies and missing build documentation, models
trained on them may learn incorrect patterns, leading to poor real-world performance.
Without build documentation to reproduce the project’s historical state at the labeled
commit, mislabeled samples cannot be empirically detected before entering training, and
models risk learning incidental commit features rather than security-relevant changes.

Several challenges complicate VCC dataset construction. First, tracing a vulnerability
back to the commit at which it first became exploitable is inherently difficult. The widely
used SZZ algorithm [62] and its variants [2,5,7,36,51,53,65] rely on git blame heuristics
that can produce incorrect results when code has been refactored or when multiple commits
contribute to a vulnerability [25,27]. For example, if a vulnerable function was introduced
in commit A and later reformatted in commit B, SZZ traces the eventual fix back to B,
blaming a cosmetic change rather than the commit where the vulnerability first appeared.
Second, there is no consensus on what precisely constitutes a VCC: existing literature uses
different terminology and definitions [35, 40,45, 50], making it difficult to compare datasets
or combine them. Third, validating whether a vulnerability actually becomes exploitable at
a labeled VCC requires reproducing historical software environments, which is often difficult
due to missing dependencies and incomplete documentation [27].

These dataset construction challenges create three research gaps. First, while prior
work has acknowledged that VCC definitions vary [27], this inconsistency has not been
systematically characterized, leaving open whether datasets constructed under different
definitions are compatible or whether models trained on one generalize to others. Second,
despite known limitations of labeling approaches (e.g., SZZ), the actual false positive rates
in VCC datasets remain unmeasured, so ML models may be trained on data of unknown
quality with performance metrics that do not reflect real-world effectiveness. Third, although
researchers recognize the need to distinguish vulnerability-introducing commits from those
that merely modify existing vulnerable code [27], no operational validation methodology exists,
so SZZ-style labels are treated as ground truth and over-attribution remains undetected.

To address these gaps, this work includes a two-part study. To address the first gap, we
conduct a systematic literature review (SLR) to investigate how VCCs are defined and
termed across the literature, quantifying the extent of terminological fragmentation, and
synthesize a precise VCC definition that provides a standard criterion against which datasets
can be compared. To address the second and third gaps, we apply our definition through an
exploit-based validation study. Using publicly available exploits from Exploit-DB [47],
we reproduce vulnerabilities in Docker containers that recreate historical software states.
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For each successfully exploited vulnerability, we perform parent commit validation, testing
whether the same exploit succeeds on the parent commit. This provides a rigorous verification
procedure grounded in runtime analysis and empirically measures false positive rates in
existing datasets. Rather than replacing SZZ-based candidate identification, we provide a
complementary verification method for filtering candidates and establishing reliable ground
truth. Therefore, this work makes the following contributions:
A systematic literature review of 38 papers (2005-2025) examining VCC terminology,
definitions, challenges, and dataset construction practices (Section 4).
An operational definition of VCC grounded in security state transitions, together with
recommendations for improving dataset construction practices. Through this definition,
we developed a novel validation methodology incorporating parent commit testing to verify
that the exploitability transition occurs at the labeled commit (Section 5).
An empirical validation of 3,105 VCC samples aggregated from 6 datasets, revealing a
79.2% false positive rate among the 168 samples with documented exploits (5.41% of 3,105;
see § 6.2), of which 47.0% are commits labeled as VCCs although the vulnerability was
already exploitable in the parent commit (Section 6).

2 Background & Related Work

2.1 Vulnerabilities & Vulnerability Contributing-Commits (VCCs)

Software vulnerabilities are caused by defects that can be exploited by attackers to negatively
impact the software system’s confidentiality, integrity, or availability [41]. These vulnerabilities
may be assigned a CVE ID (Common Vulnerabilities and Exposures identifier), which
uniquely identifies a publicly disclosed vulnerability in the CVE catalog [46]. Since different
vulnerabilities can share a similar root cause, consequence, or fix pattern [42], they can also
be assigned a vulnerability type, i.e., a CWE ID from the Common Weakness Enumeration
catalog [41]. These IDs are used as a common vocabulary to refer to a specific security
incident (CVE ID) or a group of vulnerabilities (CWE ID).

A Vulnerability-Contributing Commit (VCC) is a term used in the literature to refer
to a commit that introduces a vulnerability in software, i.e., a defective code change that
contributes to the root cause of a vulnerability [8,27,40]. These commits may also be
referred to as “vulnerable code changes” [8,9], “vulnerability-inducing commits”, “vulnerability-
introducing commits”, or “fiz-inducing changes” [2,10,19], although some researchers prefer
“contributing” over “inducing” [39,40]. In this work, we use VCC as the umbrella term for the
remainder of this paper; characterizing the term precisely is itself an open problem, which
we discuss in § 4 and resolve with a formal, operationalizable definition in § 5.

An example of a VCC obtained from the Vulnerability History project [39] is shown in List-
ing 1. This vulnerability (CVE-2010-4476) is caused by the use of the Double. O
method. This method (in an earlier JRE version) could be exploited by attackers to conduct
a denial of service (DoS) attack through a String (e.g., "2.2250738585072012e-308") that
triggered an infinite loop while converting this string to a floating point number [46]. This
vulnerability was introduced in the first commit of this file (revision 302975).

2.2 Automated VCC Detection

Prior works have studied the characteristics of VCCs [8,9,40] and ways to automatically
detect them [50]. Just-in-time (JIT) vulnerability detection is a term commonly used to
refer to approaches that detect vulnerabilities present in a commit being pushed into a code
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2455 + // Extract the quality factor for this entry
2456 + double quality = 1.0;

2457 + int semi = entry.indexOf(";q=");

2458 + if (semi >= 0) {

2459 |+ try {

2460 + quality = Double.parseDouble(entry.substring(semi + 3));
2461 + } catch (NumberFormatException e) {

2462 |+ quality = 0.0;

2463 + }

2464 + entry = entry.substring(0, semi);
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Listing 1 VCC example from the Apache Tomcat project (CVE-2010-4476)

repository [38,71]. VCC detection’s main advantage is giving developers immediate feedback,
helping them consider ways to improve the code’s security while having the code change
context still fresh in mind [38]. However, there are two main challenges in VCC detection.
First, a commit is an incomplete part of a program, so VCC detection must reason about its
impact on the program as a whole. Second, a commit may include casualty changes [59], i.e.,
unrelated changes that do not affect the security of the program, introducing noise during
VCC detection. The difficulty is the entanglement of casualty changes with security-relevant
edits in the same diff, e.g., a method rename can touch dozens of lines without changing
behavior, while a single deleted check introduces a vulnerability. Distinguishing them requires
reasoning about program semantics rather than the surface diff.

2.3 VCC Dataset Construction

The SZZ algorithm [62], the primary approach for VCC dataset construction, uses git
blame to trace fixed lines back to their last-modifying commits. Numerous SZZ variants [2,
5,7,36,51,53,65] have been proposed to improve accuracy: Kim et al. [31] introduced
annotation graphs, and Costa et al. [20] developed a framework for systematic evaluation.
However, studies reveal limitations in SZZ-based construction. Rosa et al. [55,56] found
accuracy variations across implementations, while Hinrichs et al. [26] assessed 12 VCC
mining techniques for Java, finding none sufficiently accurate.

For security-specific datasets, Perl et al. [50] created the VCCFinder dataset by manually
linking CVEs to VCCs. Paul et al. [49] constructed a Chromium VCC dataset using
SZZ-based tracing from security patches. Riom et al. [54] revisited VCCFinder with updated
methodology, while Coskun et al. [19] profiled developer characteristics associated with
vulnerability introduction. Recently, Cannavale et al. [12] demonstrated that the choice of
SZ7Z variant significantly impacts JIT vulnerability prediction performance, and Cheng et
al. [17] proposed VERCATION for vulnerable version identification using static analysis
and LLMs. However, these datasets rely on either automated SZZ labeling (which may
produce false positives) or limited manual verification. Our work provides the first systematic
exploit-based validation quantifying the actual false positive rates in these datasets.

2.4 Dataset Quality Assessment

Prior work has examined the limitations of SZZ-based bug-inducing commit identification and
challenges in VCC datasets. Herbold et al. [25] analyzed how tangled commits and feature
interactions introduce SZZ errors, while Rosa et al. [55] compared SZZ implementations
against developer-informed ground truth and reported precision ranging from 48% to 67%. In
the vulnerability domain, Lomio et al. [38] surveyed JIT vulnerability detection approaches
but did not empirically validate the underlying datasets, Bao et al. [5] proposed V-SZZ for
identifying affected vulnerability version ranges rather than validating VCC accuracy, and
Nguyen et al. [43] introduced a unified evaluation framework for JIT vulnerability prediction
models while focusing on model comparison instead of dataset validation. Unlike these prior
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works, we introduce an exploit-based validation approach: we reconstruct historical software
states and verify whether the vulnerability actually becomes exploitable at labeled VCCs.
Specifically, we test parent commits to distinguish commits at which a vulnerability first
becomes exploitable from those at which it was already exploitable, a distinction that prior
dataset construction approaches have not systematically operationalized.

3 Research Questions (RQs)

RQ1 What terminology and definitions are used in the literature to characterize VCCs?
Before evaluating VCC datasets or detection techniques, we must understand how prior

work conceptualizes VCCs. Inconsistent terminology and definitions can yield incompatible

datasets and undermine downstream tools. Thus, we catalog terminology and definition

patterns to identify sources of confusion and areas needing standardization.

RQ2 What are the key challenges in identifying and labeling VCCs?

Accurate VCC identification is crucial for building reliable training data and for un-
derstanding vulnerability lifecycles. While prior work [27] has noted challenges in VCC
identification, these have not been systematically characterized. Understanding them can
help explain errors in existing datasets and guide future methodological improvements.
RQ3 How accurate are existing VCC datasets when subjected to exploit-based validation?

VCC datasets are widely used to train and evaluate vulnerability detection tools, yet
their accuracy is often assumed rather than validated. Mislabeled commits can propagate
errors to downstream models. We use exploit-based validation of security state transitions to
provide empirical evidence of dataset quality beyond metadata-based heuristics.

Fig. 1 shows an overview of our two-part study, which is detailed in the next sections.

Systematic Literature Review (SLR)

Apply inclusion & Apply inclusion & % e <<R01>>
1
exclusion criteria
Dockerfiles

exclusion criteria 38 papers 19 dafasets E «RQ2»
Aggregate & % = Find Generate |/ @ Build — Run q
A — X o) . RQ3
Filter Datasets | 6 datasets 3105 Exploits [ =] | Dockerfile N[ Image [ Exploit E « >
vCCs 168 VCCs B vee

+ Exploits Exploits Environment Classification

Extract references,
and citations (865
(snowballing)

Figure 1 Overview of our two-part study. Part 1: the literature review to answer RQ1 and RQ2.
Part 2: the exploit-based validation, aggregating 6 datasets into 3,105 samples, screening to the
168 with documented exploits, and testing each labeled commit and its parent to answer RQ3.

4 A Systematic Review of VCC-Related Literature

To answer RQ1 & RQ2, we first conducted a systematic review of VCC-related literature
following the guidelines of Kitchenham and Charters [32].

4.1 Systematic Literature Review Methodology

The review consisted of three phases: planning, conducting, and reporting.

Planning Phase. We first established a review protocol defining: (i) the SLR’s objectives,
(ii) the search string, (iii) the digital libraries to query, and (iv) inclusion and exclusion
criteria. The objectives of our SLR are fourfold: (1) to identify papers that describe or apply
the concept of VCCs; (2) to analyze how VCCs are defined across different studies; (3) to
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identify the key challenges researchers face when identifying and labeling VCCs; and (4) to
collect and examine the VCC datasets referenced/provided by these papers.

We searched for papers containing any of the following terms (combined with OR): “vul-
nerability contributing commit,” “vulnerability introducing commit,” “vulnerability injecting
commit,” “vulnerability fiz inducing commit,” “just in time vulnerability detection,” “
nerable commit,” or “vulnerable code change.” We applied this query to four major digital
libraries (ACM Digital Library, IEEE Xplore, SpringerLink, and ScienceDirect).

vul-

Table 1 Inclusion and Exclusion Criteria for Paper Selection

Inclusion Criteria Exclusion Criteria

I1 Describes a dataset of VCCs E1 Duplicate studies

I2 Describes an approach to detect, repair, or test VCCs E2 Not written in English

I3 Develops techniques to detect VCCs E3 Less than 4 pages of text

I4 Studies the problem of VCC identification E4 Secondary studies (e.g., surveys)

I5 Describes techniques to identify VCCs from patches E5 Does not provide a VCC-related approach or dataset

We used Parsifal [24] to organize the review process. For each accepted paper, we
extracted: (i) a summary of objectives and research questions, (ii) terminology used for
vulnerable code changes, (iii) verbatim definitions of VCCs, (iv) challenges discussed in VCC
identification, and (v) dataset availability and access information.

Conducting Phase. After collecting 70 papers from all four databases, we removed duplicates
and applied the inclusion and exclusion criteria (shown in Table 1) in two stages: first based
on titles, abstracts, and keywords, then through a full-text review. This first pass yielded
15 accepted papers. For these 15 papers, we performed one round of forward and backward
snowballing, extracting their cited references and citing papers, which contributed 865
additional candidates. We did not iterate the snowball beyond this single round, since the
four digital libraries already provided broad coverage of the relevant venues. We applied a
keyword-based pre-filter on titles and abstracts to remove papers clearly outside the scope
of VCC research, reducing the snowballed pool to 309 papers requiring detailed screening.
Two computer science researchers (2 years of experience) independently screened these 309
papers following the criteria in Table 1. A senior software security researcher (44 years of
experience) verified their decisions, with disagreements resolved through discussion. This
screening retained 23 of them, which combined with the 15 from the database search resulted
in a final corpus of 38 papers. The Cohen’s k [18] between the verifier and each reviewer was
0.71 and 0.65, both indicating substantial agreement [34]', and the 26 disagreements (8.41%)
were resolved through discussion. Of these 38 papers, 19 provided VCC datasets.

Reporting Phase. We recorded each paper’s own term, definition and stated challenges
verbatim, then aggregated these records into three categories: terminology grouped by
morphological variants of the same term (papers using no dedicated term formed a generic
terms category), definitions by the dimension along which they disagreed, and challenges
by shared underlying cause. The same two researchers coded independently, working from
the extraction records and the grouping rules above rather than from a predefined category
list, so that the categories emerged from the papers themselves. The senior author verified
the coding, and differences were resolved by discussion. Per-paper codes are in Table 3 and
Table 4, with the full extraction sheet in the replication package.

1 We note that the inter-rater agreement reported here reflects agreement between extractors and a more
experienced verifier rather than between equally-trained peers.
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4.2 RQ1 Results: Terminology and Definitions

As shown in Table 2, our SLR yielded 38 papers spanning from 2005 to 2025.

Table 2 Year-wise distribution of accepted papers (n = 38).

Year (#) Papers
2005-2015 (4) [8,40,50, 62]
2017-2020 (7) [16,23,27,37,57,67,71]

2021-2022 (10)  [5,11,19,28,35, 38,49, 54, 68, 69)]
2023-2025 (17)  [1,4,12,13,15,17,26, 30,4345, 58, 61,63, 64, 70, 72|

Terminology Usage. Our analysis revealed 8 distinct terms used in the literature to refer
to commits that introduce vulnerabilities. These terminologies are listed in Table 3.

Table 3 Terminology usage across VCC-related papers (n = 38).

Terminology Papers Total
Vaulnerability-Contributing Commits (VCC) [1,4,8,12,13,15,19,26, 27, 35,40, 45, 49,50, 54,57,67,71] 18
Just-In-Time (JIT) vulnerability detection [38,43,64] 3
Vulnerability-Inducing/Introducing Commits (VIC) [5,17,30,44] 4
Security patches / Patch commits [11,58,72] 3
Vulnerability Introduction Detection (VID) [70] 1
Vulnerability-relevant / -related commits [16,68] 2
Fix-Inducing Changes (FIC) [62] 1
Generic terms (e.g., “vulnerable code”) [23,28,37,61,63,69] 6

Definition Patterns. Grouping the verbatim definitions by the dimension along which they

disagreed revealed three inconsistency types:
Temporal ambiguity: Some works define VCCs as “the commit that introduced a
vulnerability” [26,27,50,54] while others specify “the previous commits which last modify
[vulnerable] statements” [45] or “the earliest commit that modified the vulnerable lines” [5].
Attribution scope: Definitions vary between commits that “contributed to the introduc-
tion of a post-release vulnerability” [40] or “likely to have contributed to the introduction
of a vulnerability” [38] versus commits that “contain software vulnerabilities” [35].
Attribution granularity: Some approaches identify a single VCC per vulnerability,
such as “the earliest commit as the inducing commit” [5], while others acknowledge that
“forming a vulnerability in a code version could require one or more VCCs over time” [45].

4.3 RQ2 Results: Challenges in VCC Identification

We found five recurring challenges in VCC identification and labeling (Table 4): 21 papers
discussed at least one of these challenges, while the remaining 17 [1,4,8,11,16,23,28,37,
44,49,50,57,62,67-69,72] used existing labeling approaches or raised tangential limitations
(e.g., class imbalance, scope) without thorough examination of VCC identification accuracy.

Table 4 Challenges in VCC identification across VCC-related papers (n = 38).

Challenge Papers # %

C1: SZZ Algorithm Limitations [5,12,17,19, 26, 27, 35,45, 61, 64, 70] 11 28.9%
C2: Lack of Ground Truth Validation [12,15,27, 30, 35, 40, 63, 64, 70, 71] 10 26.3%
C3: External Data Source Unreliability [5,19,30,58,63] 5 13.2%
C4: Multi-Commit Vulnerability Introduction [13,15,45,70] 4 10.5%
C5: Reproducibility Barriers [26, 38,43, 54] 4 10.5%

Note: Some papers discuss multiple challenges.

C1: SZZ Algorithm Limitations. We found 11 papers documented limitations in how SZZ
traces and attributes vulnerability-introducing changes. At the line-tracing level, SZZ’s “last
modified” heuristic assumes the commit that last touched a line introduced the defect, an
assumption that breaks down in several ways. V-SZZ [5] found that over 50% of vulnerabilities
were introduced in initial or foundational commits that SZZ cannot trace, because these
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commits create code rather than modify existing lines. SZZ also cannot handle fixes that
consist entirely of added lines, since there are no deleted lines to trace back from [17,26,70].
The “inappropriate patch assumption”, where prior work assumes patches contain only
vulnerability-relevant changes and must include deletion lines, further distorts SZZ-style
tracing [61]. Moreover, at the commit-identification level, tangled and multi-purpose commits
that mix vulnerability-introducing code with unrelated changes cause SZZ to attribute the
vulnerability to the entire commit [26,45]. Cosmetic changes (e.g., comments, refactoring, and
variable renames) cause SZZ to flag commits that merely touched but did not introduce the
vulnerability [19]. In the adjacent setting of non-functional bugs, rather than vulnerabilities,
empirical studies of SZZ report false positive rates as high as 79% [52], with mislabeling
persisting even after curation [35] (only 85% of automatically mined VCCs were valid after
manual verification), making manual validation infeasible at scale. The resulting noise
is substantial: Coskun et al. [19] report that SZZ-based tracing initially identified 402
candidate inducing commits, which filtering reduced to 187, and Sun et al. [64] needed to
manually filter mislabeled commits before their data was usable.

C2: Lack of Ground Truth Validation. We found 10 papers highlighting the absence of
validated ground truth as a fundamental limitation in VCC research. Manual labeling, the
most direct path to validated ground truth, faces practical constraints: it requires “hundreds
of man-hours” [40] even for small datasets, and VulDigger [71] noted the lack of VCC ground-
truth datasets as a core obstacle. Moreover, when manual verification is attempted, the
results expose labeling errors in automatic methods. Le et al. [35] reported that only 85%
of their automatically mined VCCs were valid after manual verification, meaning 15% were
mislabeled from the start. Manual verification is itself imperfect: Meneely et al. [40] observed
that some vulnerabilities could not be bisected due to missing context, and Charoenwet et al.
[15] acknowledged that manual CWE mapping introduces human bias into VCC datasets,
impacting study results. Despite this evidence, most datasets rely on SZZ-based identification
with no manual verification step. Cannavale et al. [12] explicitly acknowledged evaluating
model performance “without validating absolute VCC' correctness against manual ground
truth”, leaving labeling accuracy unverified. CommitShield [70] pointed to label noise from
incomplete commit context, and Sun et al. [63] stated directly that “our ground truth is
imperfect”, noting that vulnerabilities may span multiple repositories and files, with patching
commits that are “incomplete or contradictory”.

C3: External Data Source Unreliability We found 5 papers that identified problems with
the external data sources (primarily NVD and CVE databases) that VCC identification
pipelines depend on as input. V-SZZ [5] found that 99 of 172 NVD entries (57.6%) had
incorrect version information, meaning the starting point for many VCC traces is already
wrong. Hash4Patch [58] reported that only 28.75% of vulnerabilities in NVD have a link to
their patch, limiting the availability of confirmed fixing commits needed as entry points for
VCC identification. They also described a “chicken-and-egg problem”: building a vulnerability
dataset requires patches, but finding patches requires an existing dataset.

The traceability gap extends beyond missing links. Sun et al. [63] noted that “the
repository of the vulnerable product is not the mandatory information in the NVD,” which
creates uncertainty when even locating the correct codebase. Jiang et al. [30] found no
explicit link either from a CVE to its fix commit or from a fix commit onward to the
corresponding vulnerability-inducing commit, so the traceability gap compounds across both
hops. Coskun et al. [19] found that SmartSHARK [66] did not include the vulnerabilities
their prediction model required, forcing manual extraction.
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C4: Multi-Commit Vulnerability Introduction We found 4 papers noting that a vul-
nerability may result from code changes spread across multiple commits, challenging the
assumption of a single VCC per vulnerability. Nguyen et al. [45] noted that a vulnerability
may arise from one or more VCCs over time, yet simplified their approach to focus on
single vulnerability-triggering commits, potentially omitting earlier contributing changes.
Charoenwet et al. [15] and Cao et al. [13] both noted that a vulnerability may depend
on code changes introduced across multiple commits, which complicates one-to-one VCC
labeling and introduces ambiguity in ground truth construction. CommitShield [70] pointed
out that the single-VCC assumption underrepresents multi-commit introduction patterns,
increasing false negatives. Moreover, Cao et al. [13] also observed that the actual vulnerable
changes within a VCC are typically small relative to the total set of code changes in the
commit, making them difficult to identify even when the correct commit is labeled.

C5: Reproducibility Barriers We observed 4 papers noting difficulties in reproducing VCC
research artifacts or historical software states for validation. Riom et al. [54] and Lomio et
al. [38] reported being unable to fully reproduce VCCFinder [50] due to missing details and
artifacts. Hinrichs et al. [26] further identified tooling inconsistencies, missing dependencies,
and required implementation changes that threatened reproducibility and potentially affected
results. Nguyen et al. [43] described data curation for VCC research as “repository-specific,
error-prone, and labor-intensive”, noting that this complexity results in limited experimental
scale and inconsistent evaluation across models.

5 Exploit-Based Formalization of VCCs

Our SLR revealed inconsistent VCC terminology and definitions. We identified eight distinct
terms, often used interchangeably, while 15.8% of papers gave no explicit definition and
others reflected differing interpretations. Some adopted operational definitions describing
how VCCs are identified rather than what they are (e.g., “a code modification identified
through a semi-automatic process using git blame” [71]). Others relied on containment
definitions (“commits whose changes contain software vulnerabilities” [35]) or modification
definitions ( “the previous commits which last modify [vulnerable] statements” [45]), both
of which identify commits that merely touched or contained vulnerable code rather than
commits at which the vulnerability first became exploitable. These inconsistencies have
practical consequences. SZZ-based approaches, which dominate dataset construction, trace
fixed lines backward, potentially labeling commits that merely reformat, move, or extend
pre-existing vulnerable code, even when the vulnerability predates them. This confusion
between commits that contain vulnerable code and commits at which it becomes exploitable
propagates mislabeled samples into training datasets.

These challenges (§ 4.3) shape the definition and the validation protocol that follow in this
section and in § 6. C1 and C2 motivate validation itself, since SZZ mislabels and no validated
ground truth exists, and testing the parent is what separates introducing from containing;
C5 motivates the two-tier fallback, since historical build environments frequently cannot be
reproduced. C3 motivates the ban on lineage-based reasoning, since unreliable NVD and
CVE metadata means a verdict must rest on direct evidence at the commit, and C4 is why
the definition anchors on exploitability rather than on responsibility for the vulnerability.

5.1 VCC Formal Definition

Our definition is grounded in the security state transition observed across a commit. Intuit-
ively, a VCC is the commit at which the project’s security status with respect to a specific
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vulnerability changes from safe to unsafe; that is, the precise point where that vulnerability
becomes exploitable. While the project may contain other unrelated vulnerabilities before
or after this commit, the state transition refers only to the vulnerability in question. A
vulnerability may also emerge from code changes spread across multiple commits [70], or
depend on configuration and on properties of the surrounding execution environment. Rather
than apportioning responsibility among such changes, we anchor the definition on a property
that can be tested directly: whether the vulnerability is exploitable in a given state. This
yields a deterministic criterion that separates VCCs from commits that merely contain or
modify existing vulnerable code: a VCC is the commit at which the vulnerability
first becomes exploitable, that is, the earliest state in the project’s history in which an
attacker can compromise the system through that vulnerability, as formally defined below.

» Definition 1 (Vulnerability-Contributing Commit — VCC). Let P be a software project, v
be a specific vulnerability, and c be a commit with parent commit c—. We define ¢ as a VCC
for vulnerability v iff: VCC(c,v) <= Exploitable(v,P(c)) A ~Exploitable(v,P(c)),
where P(c) denotes the software state after applying commit c.

A commit is a VCC only if the vulnerability becomes exploitable at that commit and
was not exploitable in the previous version. Two edge cases require special treatment:

Initial commits: When ¢ has no parent, the condition on P(c™) does not apply; any
vulnerability present in P(c) is, by construction, first exploitable at c.

Merge commits: When ¢ has multiple parents, our validation focuses exclusively on
the main branch. We treat the merge commit itself as the single predecessor of the
subsequent commit, without tracing into the merged feature branch history. This reduces
the multi-parent case to a single-parent comparison.

5.2 Operationalization via Parent Commit Validation

Our definition can be operationalized through a parent commit validation procedure. Given a
labeled commit ¢, we first reproduce the software state at P(c¢) and verify whether vulnerability
v is exploitable in that version. We then reproduce the parent state P(¢™) and attempt to
exploit the same vulnerability in the preceding version. A commit is classified as a VCC
if the vulnerability is exploitable in P(c) but not in P(¢™), indicating that the exploitable
state first appears at c. Conversely, if the vulnerability is exploitable in both versions, the
commit is classified as a false positive because the vulnerability was already exploitable
prior to the labeled commit. Finally, if the vulnerability is not exploitable even in P(c), the
label is also considered a false positive, indicating incorrect vulnerability attribution.

This methodology directly tests the state-transition criterion. Existing approaches (SZZ-
based identification, CVE/NVD mapping, and manual labeling) can serve as candidate
generation steps, efficiently identifying commits at which a vulnerability may have become
exploitable. However, without parent commit validation, these candidates remain unverified.
Our definition provides the criterion against which candidates must be tested.

6 Exploit-Based Validation of VCC Datasets

VCC datasets are widely used to train and evaluate vulnerability detection tools, yet their
accuracy is often assumed rather than validated, allowing mislabeled commits to propagate
errors into downstream models. To answer RQ3, we apply our exploit-based VCC validation
(§ 5.2) to determine whether labeled commits in existing datasets satisfy Definition 1. This
section describes our validation methodology (§ 6.1) and presents RQ3 results (§ 6.2).
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6.1 RQ3 Methodology

Our protocol operationalizes the security-state-transition definition (Section 5): ¢ is a VCC
for v iff v is exploitable post-commit and not in its parent. We impose an explicit ban on
lineage-based reasoning, meaning that a commit’s verdict must come from direct evidence
at the commit itself, never from its position in version history (e.g., date relative to a fix
release). Each commit enters with a CVE identifier, commit hash, repository URL, and
reference to a public exploit. The protocol is a two-tier cascade: Tier 1 attempts runtime
exploit reproduction, and Tier 2 (static) runs only when Tier 1 cannot produce a runnable
artifact. We restrict Tier 2 to the fallback role because static matching establishes pattern
presence, not exploitability. Commits with an EXPLOITABLE child verdict are re-evaluated at
the parent under the same protocol, and the joint (child, parent) pair determines the final
classification. Since the two sides of a pair can be resolved at different tiers, we record the
tier separately for the child and the parent verdict, and refer to a commit as Tier-1-pure
when every side that was tested reached its verdict dynamically.

6.1.1 Dataset Aggregation and Exploit Retrieval

We applied the following inclusion criteria to the 19 datasets identified in the SLR (§ 4): (i) it
contains vulnerable code changes (commits) rather than general bugs; (ii) it includes metadata
(repository URL, commit hash, CVE identifier) needed for exploit validation; (iii) it contains
commits from Java projects, for a consistent build and exploitation toolchain?. After applying
these criteria, which are distinct from the paper-selection criteria in Table 1, we discarded
13 datasets. Then, after aggregating the samples in the remaining 6 datasets, removing
duplicated (repository URL, commit hash) pairs and removing samples without resolvable
hashes, we obtained 3,105 aggregated VCC samples. For each of these 3,105 samples,
we searched Exploit-DB [47], the most comprehensive public exploit collection [3,14,21], to
find associated exploits with reproduction steps. Of the 3,105 samples, we found associated
exploits for 168 (5.41%) of them®. This rate is consistent with prior findings that only
2-4% of CVEs in NVD correspond to exploits observed in real-world attacks [3].

6.1.2 Tier 1: Runtime-based Exploit Analysis (Dynamic)

Tier 1 reproduces the labeled commit’s vulnerability by cloning the repository at the target
commit, creating a Dockerfile containing the exploit script, building a Docker image, and
trying two execution environments in sequence to run the application. We used GPT-40
and Claude Sonnet 4 to draft the initial Dockerfiles and exploit scripts. Before building the
execution environment, we determined manually what the reproduction should do for that
CVE, checked the Dockerfile’s repository URL, commit hash, and build steps against the
dataset record, and confirmed that the exploit script exercises the behavior described in the
Exploit-DB write-up. Artifacts that diverged were manually corrected.

We then build the Docker image using two execution environments in sequence. The first

is an at-hash source build using the project’s native build tool (Maven, Gradle, or Ant).

When at-hash dependency resolution fails (common for older projects whose pre-2014 Maven
coordinates are no longer hosted on public mirrors), we fall back to a release-baseline

2 Cross-language replication (C/C++, Python) is left to future work.

3 We note that exploit availability is not a dataset-level filtering criterion: it is applied per VCC sample
aggregated from the 6 datasets. This is why the datasets start with far more samples than we can
ultimately validate.
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overlay: a pre-built release archive from an immutable mirror (e.g., archive.apache.org,
Maven Central, DockerHub, etc) is deployed as the surrounding runtime, and then at-hash
.class files for the CVE-relevant source files are surgically replaced inside the deployed
artifact. What executes at runtime is the commit’s own bytecode for the CVE-relevant
classes embedded in a release-baseline framework; the baseline is the release closest in date
to the labeled commit. We record which execution environment was used for each verdict. If
neither environment produces a runnable artifact, the protocol moves to Tier 2.

We execute the exploit on the runnable environment and record HTTP traces, container
logs, and filesystem side-effects to identify three possible outcomes: exploitable, not exploitable,
or inconclusive. Unambiguous indicators of unsafe behavior (RCE, directory traversal beyond
the configured root, privilege escalation) yield EXPLOITABLE. A clean failure (sanitized
response, blocking exception in framework code) yields NOT_EXPLOITABLE. An environment
that never reached a runnable state yields INCONCLUSIVE with the failure reason recorded.
These three verdict categories were uniformly assigned across all commits by a senior author.
We also note that errors are self-limiting: a configuration that does not build yields a
documented Tier 1 failure rather than a verdict, and an EXPLOITABLE verdict requires the
exploit to actually execute in the container.

6.1.3 Tier 2: Pattern-Based Exploit Analysis (Static)

Tier 2 runs only after Tier 1 fails. The failure is recorded with its error category (e.g., unavail-
able dependencies, build tooling, repositories, binary distributions, or exploit environments).
The error message is also recorded alongside the Tier 2 verdict to confirm Tier 2 was not
invoked as a shortcut. For each Tier 2 commit, we first derive a CVE-specific code pattern
from the exploit description, naming concrete methods, classes, or files rather than generic
strings. Patterns are derived from three complementary sources: (i) the Exploit-DB proof-
of-concept, which identifies the vulnerable sink; (ii) the fixing commit’s diff, which reveals
the mitigation, that is, the call or flag the maintainers added to close the vulnerability, such
as a canonical-path check before a file read; and (iii) the CVE advisory, which specifies the
affected source files. Initial drafts of the vulnerable and mitigation patterns were generated
with GPT-40 and Claude Sonnet 4 from these inputs and manually verified before admission:
we inspected the source files named in the CVE advisory to locate the vulnerable construct
by hand, and admitted a pattern only when it targeted that same construct, checking
the mitigation term the same way against the API introduced by the fixing commit’s diff.
Patterns that did not match the construct we had located were rewritten or discarded. The
labeled commit under evaluation was never shown during pattern construction, so a pattern
cannot be tuned to the commit it is later used to judge. Patterns are broad enough to absorb
minor refactors but narrow enough to avoid spurious matches. We then search the isolated
checkout across documented globs. The verdict is determined by the joint presence of the
vulnerable pattern and any recognizable mitigation (e.g., getCanonicalPath with starts With,
input validation, or hardening flags such as FEATURE _SECURE_PROCESSING). Pattern
present without co-located mitigation yields EXPLOITABLE; pattern absent or mitigated yields
NOT_EXPLOITABLE; a refactored layout with no recognizable equivalent yields INCONCLUSIVE.

6.1.4 Parent Commit Analysis Step and VCC Classification

A child commit’s verdict alone is insufficient to classify it as a true VCC: the parent must
be tested to rule out SZZ over-attribution. We trigger the parent commit analysis step
whenever the child commit verdict is EXPLOITABLE, regardless of tier. Initial commits (no
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parent) are classified TRUE_VCC by construction, since no prior state exists in which the
vulnerability could have been exploitable. Merge commits are reduced to the single-parent
case by following the first-parent edge only, since our methodological question concerns the
labeled commit as it appears on the main-line history. For every commit with a testable
parent, we construct the same validation artifact at the parent commit hash and apply the
full Tier 1 then Tier 2 cascade under the same lineage ban and tier discipline. The joint
verdicts determine the final classification: an EXPLOITABLE child with a NOT_EXPLOITABLE
parent, or an initial commit with no parent, yields TRUE_VCC; an EXPLOITABLE parent yields
FP_PARENT_EXPLOITABLE; a NOT_EXPLOITABLE child yields FP_NOT_EXPLOITABLE with no
parent test; and an INCONCLUSIVE verdict on either side leaves the case unresolved rather
than promoted to a verdict, excluded from both counts in Section 6.2.

For each commit, we produce standardized validation artifacts: a Dockerfile and a
Compose file building the historical runtime at the commit’s hash, a script issuing the
proof-of-concept against the running container, and a result.txt recording the verdict, its tier,
and the supporting evidence. Child commits additionally carry the joint child and parent
classification. Before a verdict is made, an automated check confirms that result.txt uses
only the verdict labels defined in Sections 6.1.2-6.1.3, that the evidence type matches the
tier (runtime logs for Tier 1, source patterns for Tier 2), that any Tier 1 build failure is
documented before fallback to Tier 2, and that the written justification cites direct evidence
at the commit being tested rather than the commit’s position in version history.

6.2 RQ3 Results: Dataset Accuracy

We applied the methodology to the 168-commit corpus, drawn from 61 CVEs affecting over 30
projects in the Apache ecosystem (e.g., Struts, Tomcat, Commons, Solr, ZooKeeper, Olingo,
Tika, ActiveMQ, Geronimo, Syncope), the Spring family (e.g., Framework, Security OAuth,
Cloud Config), Jenkins, and others (complete list in the replication package). As shown in
Table 5, we find that 133/168 (79.2%) labeled commits are SZZ false positives under the
security-state-transition definition. This rate characterizes the validatable subset defined
in § 6.1.1, i.e., the 5.41% of the 3,105 aggregated samples whose CVEs have public exploit
infrastructure, and not the aggregate corpus. Tier 1 was attempted against every commit;
the 90/168 (53.6%) Tier 2 share reflects forced fallbacks after Tier 1 failed on dependency or
build-tool failures (unresolvable Maven coordinates, dead HT'TP mirrors, Ant-era classpaths
under modern JDKs, broken SNAPSHOT chains), not a methodological choice to bypass
dynamic validation. Each failure is documented with the exact build error before falling to
Tier 2. Since Tier 2 establishes pattern presence rather than exploitability, Table 5 reports
each outcome alongside the count whose verdicts rest entirely on runtime evidence.

Table 5 Joint child and parent verdict distribution with final classification (n = 168). The
Tier-1-pure column counts commits for which every tested side reached its verdict through dynamic
exploit reproduction (n = 69); percentages in that column are relative to 69.

Child commit verdict Parent commit verdict Count (%) Tier-1-pure (%) Final classification

EXPLOITABLE EXPLOITABLE 79 (47.0%) 36 (52.2%) FP_PARENT_EXPLOITABLE
EXPLOITABLE NOT_EXPLOITABLE 30 (17.9%) 7 (10.1%) TRUE_VCC
EXPLOITABLE (initial, no parent) 5 (3.0%) 1 (1.4%) TRUE_VCC
NOT_EXPLOITABLE (not tested) 54 (32.1%) 25 (36.2%) FP_NOT_EXPLOITABLE
INCONCLUSIVE not applicable 0 (0.0%) 0 (0.0%) not applicable
TRUE__VCC total 35 (20.8%) 8 (11.6%)

False Positive total 133 (79.2%) 61 (88.4%)

Tier breakdown: child step 78 Tier 1, 90 Tier 2; parent step (n = 109) 43 Tier 1, 66 Tier 2. The 69 Tier-1-pure
commits comprise 43 resolved dynamically on both sides, 25 with a dynamic NOT_EXPLOITABLE child verdict
requiring no parent test, and 1 initial commit. No commit received a Tier 2 child verdict together with a Tier 1
parent verdict.
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Interpretation The dominant outcome is that the labeled commit does not satisfy Defin-
ition 1. The 133 false positives split across two failure modes. FP_PARENT_EXPLOITABLE
(47%): the vulnerability is exploitable at the labeled commit, but it was already exploitable
at its parent. The exploit runs, or the vulnerable pattern is present without mitigation, at
both sides of the diff, so by construction the labeled commit does not exhibit the exploit-
ability transition; the vulnerable state is inherited from its parent. This is precisely what
SZZ-style backward tracing cannot detect, since SZZ traces from a fixing commit to the last
commit that modified the fixed lines without testing whether the predecessor was already
exploitable. At 47%, this is the most common labeling error in our corpus, not an edge case.
FP_NOT_EXPLOITABLE (32.1%): the vulnerability is not exploitable at the labeled commit.
Recurring patterns include commits touching a file or symbol whose name overlaps with the
vulnerable artifact in a later refactor, fixing commits for one CVE misattributed to a different
CVE, and merge commits SZZ blamed in place of the originating branch change. Only 35/168
(20.8%) commits validate as TRUE_VCC (5 initial commits plus 30 with NOT_EXPLOITABLE
parents). The INCONCLUSIVE buckets are empty: every Tier 1 failure was resolved by Tier 2.
Sensitivity to evidential strength The false positive rate is higher in the subset supported
by runtime evidence alone (88.4%, 95% Wilson CI 78.8-94.0%) than in the full corpus
(79.2%, 95% Wilson CI 72.4-84.6%), and the difference between the two strata corresponds
to p = 0.020 under Fisher’s exact test. Since the 168 commits derive from only 61 CVEs,
several commits often share a CVE and are not independent observations, so we read this
contrast as descriptive of the two strata rather than as an inferential test. Thus, the combined
79.2% rate is conservative with respect to the tier question: restricting attention to the
strongest evidence strengthens rather than weakens the finding. The most likely mechanism
is that Tier 2 under-detects FP_PARENT_EXPLOITABLE. A parent whose file layout was later
refactored may not match the CVE-specific pattern even though the vulnerable path is
present, yielding a NOT_EXPLOITABLE parent verdict and promoting the pair to TRUE_VCC;
commits involving a Tier 2 verdict validate as true VCCs at 27.3% against 11.6% in the
Tier-1-pure subset. Combining the two tiers thus biases the corpus toward appearing cleaner
than the dynamic evidence indicates, so conclusions drawn from the combined rate understate
rather than overstate the labeling problem.

7 Discussion

Our findings have several implications for the state of the art in VCC research.

Terminology and Definition Standardization The 8 different terminologies and 3 definition
patterns found in RQ1 lead to practical challenges: when different papers operationalize
different concepts under the same “VCC” label, cross-study comparisons and dataset ag-
gregation become unreliable. The confusion between “contributed to”, “introduces” and
“contains” (attribution scope), and the disagreement over which commit in a chain to blame
(temporal ambiguity), also explain the labeling errors observed in RQ3. We recommend
that the community adopt “Vulnerability-Contributing Commit (VCC)” as the standard
terminology, given its prevalence in the literature (47.4% of the reviewed papers), alongside a
state-transition definition, as described in § 5. This definition replaces the temporal ambiguity
and the varying attribution wording documented in § 4 with a single testable criterion. We
retain the established modifier “contributing” for continuity with the existing literature rather
than as a claim about causal responsibility: the criterion attached to the term tests where a
vulnerability’s exploitability status changes, and does not attempt to apportion responsibility
among the code changes that jointly enable the vulnerability. We further advocate for parent
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commit validation as a standard verification methodology for dataset construction, enabling
empirically validated ground truth beyond SZZ-based candidate generation.

Dataset Quality and ML Training Only 5.4% of the 3,105 aggregated samples target CVEs
with public exploit infrastructure, consistent with prior work showing that only 2-4% of
CVEs in NVD correspond to exploits observed in real-world attacks [3]. This bound is set
by the datasets rather than our validation steps, so no exploit-based protocol can speak
to the labeling accuracy of the remaining 94.6%. Within the validated subset, the 79.2%
false positive rate (Table 5) points not to random noise but to systematic confusion: SZZ
traces back to commits that touched vulnerable lines, not commits at which the vulnerability
first became exploitable. The 79 FP_PARENT_EXPLOITABLE commits (47.0%) demonstrate
this directly. Models trained on such data risk learning to detect code modification rather
than the transition into an exploitable state, and when training and test sets share this bias,
a model can achieve high accuracy while misaligning with the research goal. The practical
implication for dataset consumers is therefore conditional: the measured error rate applies to
the validated subset, while the correctness of the unvalidated majority rests on the same
SZZ heuristics that produced it, with no positive evidence that the majority is cleaner.
Reproducibility Barriers We also observed another structural barrier: 90 (53.6%) out of
the 168 validated commits could not be brought to a runnable state under either Tier 1
environments. Build complexity, rather than project age, was the main reason: projects
with self-contained build systems reproduced successfully regardless of commit age, while
projects with heavy transitive dependency chains and obsolete package mirrors consistently
failed, even for relatively recent commits. Any researcher attempting to reproduce these
historical states would encounter the same failures. Future dataset construction should address
both barriers: prioritizing CVEs with documented exploits and projects with reproducible
build systems; this will yield smaller but Tier 1-validated corpora, providing stronger evidence
than larger corpora based on unverified heuristics.

8 Threats to Validity

Internal Validity Our exploit-based validation depends on the correctness of exploit docu-
mentation from Exploit-DB. Errors in exploit guides could cause valid VCCs to be classified
as false positives. We mitigated this by manually reviewing failed exploits and consulting
multiple sources when available. Moreover, our use of LLMs to draft Dockerfiles, exploit
scripts and patterns may have introduced errors. We addressed this through the per-artifact
checks described in § 6.1.2 and § 6.1.3. These checks were carried out by a senior author, so
they were applied uniformly across commits; all generated artifacts are in the replication
package so the checks can be repeated independently. Moreover, the release-baseline overlay
described in § 6.1.2 assumes that the framework code surrounding the CVE surface is stable
between the labeled commit and the chosen release. Structural changes between the two
states could therefore make an overlay verdict diverge from an at-hash source build. We
mitigated this by choosing the release closest in date to the labeled commit and by recording
the substrate provenance alongside every overlay verdict.
External Validity Our validation covers the 168 samples (5.41% of 3,105) with publicly
documented exploits. The remaining 94.6% cannot be validated using publicly documented
exploits: their CVEs lack the public exploit infrastructure that runtime validation requires.
This limitation is inherent to the underlying datasets, not our methodology, and applies to
any exploit-based validation protocol.

Another threat is that the validated subset may be unrepresentative. CVEs with publicly
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documented exploits may differ from those without them, potentially affecting the accuracy
of the underlying VCC labels. However, we have no evidence to determine the direction or
magnitude of these differences. We therefore cannot determine whether the false-positive rate
for the full population would be higher or lower than 79.2%, and we do not extrapolate beyond
the validated subset. What carries beyond the subset is the mechanism rather than the
magnitude: FP_PARENT_EXPLOITABLE, the most common error, arises from backward tracing
without testing whether the predecessor was already exploitable, a limitation independent
of exploit availability. Therefore, readers should treat 79.2% as a measurement on the
5.41% that can be checked, and as evidence that prior SZZ-based labeling procedure itself is
unreliable, not as an estimate across all 3,105 samples. Moreover, our focus on 6 datasets
may not represent all VCC datasets; the Java-only inclusion criterion (§ 6.1.1) means our
measured rate characterizes Java VCC datasets rather than the field as a whole.

Construct Validity Tier 1 verdicts come from a runtime exploit attempt against the at-hash
bytecode, while Tier 2 establishes only pattern presence, not exploitability. Of the 168
commits, 90 (53.6%) received a Tier 2 child verdict because Tier 1 failed, not because it
was not attempted, so we report outcomes stratified by tier (Table 5). The 69 Tier-1-pure
commits, whose verdicts rest entirely on runtime evidence, exhibit a higher false positive
rate (88.4%) than the corpus as a whole (79.2%), so the combined 79.2% rate is conservative
with respect to this threat: the weaker evidence dampens rather than inflates the reported
rate. The residual threat therefore runs opposite to the direction usually assumed, namely
that Tier 2 may under-count FP_PARENT_EXPLOITABLE at refactored parents and thereby
overstate the number of true VCCs.

We further define dataset reliability in terms of exploit reproducibility and parent
commit validation. This operationalization may not capture all aspects of reliability, such as
completeness (whether datasets include all VCCs for covered projects) or representativeness
(whether included VCCs reflect real-world distributions). We also evaluate the protocol
without a comparison baseline. Our SLR identified no existing operational validation
methodology for VCC labels, so no published technique is available to compare against, and
the natural alternative, independent manual expert validation on a representative subset,
is the procedure the literature itself reports as infeasible at scale (§ 4.3, C2). Establishing
agreement between our verdicts and independent expert judgment on a subset is left for future
work and the released artifacts are structured to support it. Lastly, our verdicts also rest on
the documented Exploit-DB proof-of-concept for each CVE, so a NOT_EXPLOITABLE verdict
records that this exploit does not fire rather than that no exploit could. A further exploit
succeeding at a parent would move that pair from TRUE_VCC to FP_PARENT_EXPLOITABLE
and never the reverse, so TRUE_VCC can only decrease as exploit coverage improves.

9 Conclusion

We presented a two-part study of vulnerability-contributing commits, combining a systematic
literature review of 38 papers (2005-2025) with exploit-based validation of 168 VCC samples
from 6 datasets identified in our SLR. The review uncovered terminology inconsistencies in
the field (8 distinct terms, 3 conflicting definition patterns) alongside five recurring VCC
identification challenges. To resolve this ambiguity, we proposed a formal VCC definition
grounded in security state transitions: a commit is a true VCC if and only if the vulnerability is
exploitable after the commit but not in its parent. Thus, our key methodological contribution,
parent commit validation, operationalizes this definition by testing whether the exploitability
transition occurs at the labeled commit. Applied to the 168 commits (5.41% of 3,105) with



657

658

659

660

661

662

663

664

665

666

667

668

669

670

671

672

673

674

675

676

677

678

679

680

681

682

683

684

685

686

687

688

689

690

691

692

693

694

695

696

697

698

699

700

701

702

703

704

V. Carvalho Lopes, M. Zampino, C. Garcia, J. C. S. Santos, and A. Sejfia

documented exploits, it revealed a 79.2% false positive rate: in 47.0% of cases the vulnerability
was already exploitable in the parent commit, and in 32.1% it was not exploitable at the
labeled commit at all.

10 Data Availability

Our replication artifact is available at: https://doi.org/10.5281/zenodo.21904512.
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