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Abstract. Vulnerability detection is critical for ensuring software se-
curity, yet high false-positive (FP) rates remain a persistent challenge
for practical deployment. To address this, we present TriVul, a multi-
agent assisted static analysis framework for Java vulnerability detec-
tion that integrates heterogeneous static-analyzers with stage-specific
LLM reasoning. TriVul employs an LLM-based filter during rule-based
candidate search, followed by deterministic, family-aware validation for
structural pruning, and introduces a split semantic layer in which an
LLM judge validates retained candidates while a separate LLM recov-
ery module revisits deterministically rejected ones. Evaluated on the
CWE-Bench-Java dataset, the best-performing TriVul configuration
achieves an F1-score of 0.374, with 33.1% precision and 51.32% recall.
This strongest setting uses GPT-4o-mini for filtering and judging and
Mistral-7B for recovery. Compared to the reported IRIS+GPT-4 re-
sults, TriVul improves recall (from 48.25% to 51.32%), reduces false
discoveries, and nearly doubles F1-score (from 0.188 to 0.374). These
findings suggest that LLMs are most effective not as standalone detec-
tors, but as role-specialized semantic components embedded within a
multi-stage static analysis approach.
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1 Introduction

Static Application Security Testing (SAST) tools aim to analyze software ar-
tifacts (e.g., code, binaries, bytecode, etc.) wihtout actually executing them to
find vulnerabilities. Without the need to run the code, SAST tools can scale
to large code bases, allowing them to be a useful component of modern secure
development pipelines, particularly for enterprise systems written in Java, where
applications frequently process untrusted inputs and interact with sensitive re-
sources. Vulnerabilities such as path traversal, cross-site scripting, command
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injection, and unsafe deserialization can therefore lead to severe consequences,
including data breaches, service disruption, and remote code execution [10, 41].

Despite their widespread adoption, the practical usefulness of SAST tools is
undermined by high false-positive rates. This means developers would need to
manually inspect large volumes of warnings, many of which do not correspond
to exploitable vulnerabilities. Prior studies have shown that this alert fatigue
reduces developer trust in static analysis tools and introduces barriers to their
adoption [32, 7, 69, 34, 66, 68]. However, recent work shows that false-positive-
prone tools can still uncover important vulnerabilities when their outputs are
carefully triaged rather than discarded entirely [3]. This suggests that the core
challenge is not necessarily finding more vulnerability candidates, but rather
automatically separating actionable vulnerabilities from spurious alerts before
they are reported to developers [24, 11].

Existing research has largely responded to this challenge by proposing new
vulnerability detection techniques tailored to specific vulnerability classes (e.g.,
SQL injection), analysis paradigms, or benchmark datasets [43, 4, 55, 54, 53].
While these approaches improve detection performance in specific settings, they
require a non-trivial amount of engineering effort and assume organizations can
replace existing tools already embedded in development pipelines. In practice,
many organizations already rely on established SAST tools, making full replace-
ment costly and unrealistic. A more practical direction is to improve the pre-
cision of existing tools by automatically filtering false alarms while preserving
their ability to identify true vulnerabilities [47].

Recent advances in large language models (LLMs) have created new oppor-
tunities for vulnerability analysis due to their ability to reason over source code
semantics and natural language context [21, 35, 60]. Recent work has explored
using LLMs for vulnerability detection, classification, and repair, as well as hy-
brid approaches that combine LLMs with program analysis [41, 46, 42]. How-
ever, prior studies show that while fully LLM-driven approaches work well in
synthetic benchmarks they remain unreliable for realistic vulnerabilities in real-
world projects, particularly when repository-level and inter-procedural reasoning
are required [35, 41, 13, 76]. Moreover, existing approaches often rely on LLMs
as end-to-end validators for downstream filtering, introducing non-determinism
without sufficient structural safeguards for consistent false-positive reduction.

This motivates us to create a hybrid approach that combines the scalability
of existing SAST tools with more precise downstream filtering. Specifically, we
rely on traditional (non-LLM) deterministic analysis for broad vulnerabilities
candidate discovery and structural validation, while LLMs can provide semantic
reasoning in cases where traditional analyses struggle with ambiguity. Therefore,
in this paper, we present TriVul, a multi-agent framework that improves the
precision of existing static application security testing (SAST) tools by automat-
ically filtering false positives before alerts reach developers. Each agent performs
a predefined analysis task within a staged refinement process. Rather than de-
signing a new vulnerability detector for each vulnerability family, TriVul op-
erates on candidate findings produced by existing analysis tools and applies a
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sequence of refinement stages combining deterministic validation with targeted
LLM reasoning. The framework assigns role-specific agents to distinct tasks,
including candidate filtering during vulnerability search, semantic judgment of
structurally validated paths, and recovery of candidates rejected by determinis-
tic validation. This design enables TriVul to preserve the scalability benefits of
traditional static analysis while improving precision in semantically ambiguous
cases.

We evaluate TriVul on CWE-Bench-Java [41], a benchmark of real-world
vulnerable Java projects, and compare it against both traditional static-analysis
baselines and recent LLM-assisted approaches. Our results show that TriVul
achieves better precision-recall tradeoffs and higher F1 scores while maintaining
competitive recall across multiple vulnerability categories.

The main contributions of this work1 are as follows:

– We introduce TriVul, a staged hybrid framework that refines vulnerability
candidates produced by existing Java analyzers through deterministic struc-
tural validation and role-specific LLM reasoning.

– We demonstrate the effectiveness of this refinement methodology on CWE-
Bench-Java [41], achieving substantially improved precision and F1 score over
traditional SAST tools and state-of-the-art LLM-assisted baselines while main-
taining competitive recall.

– We analyze the robustness of TriVul across different LLM configurations,
including proprietary and open-weight models, and study the impact of tem-
perature and model choice on vulnerability refinement performance.

The remainder of this paper is organized as follows. Section 2 introduces
background on vulnerability detection and LLM-assisted static analysis. Sec-
tion 3 presents the design of TriVul. Section 4 describes our experimental
setup and methodology. Section 5 presents the findings of empirical evaluation
and ablation studies.Section 6 discusses the implications and limitations of our
approach. Section 7 discusses related work, and Section 8 concludes the paper.

2 Background

2.1 Static Analysis & Taint-style Vulnerabilities

Static analyzers verifies properties by inspecting source code without executing
the program [15]. Consequently, static analysis can reason about multiple pos-
sible execution paths and scale to large codebases, making it a widely adopted
approach for vulnerability detection. However, reasoning about all possible pro-
gram behaviors requires approximating program semantics.

To remain scalable, static analysis techniques often rely on conservative ab-
stractions that over-approximate feasible execution paths [19]. In the context

1 The implementation of TriVul and all data and scripts for this work are available
in the replication package [79].
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of security analysis, these abstractions enable broad vulnerability discovery, but
frequently produce false positives, particularly when analyzing programs that
rely on reflection, dynamic dispatch, framework-specific behaviors, or complex
data transformations [37, 9, 40, 61]. As a result, developers are often required to
manually inspect large volumes of alerts to determine which findings correspond
to real vulnerabilities.

Static taint analysis (henceforth simply “taint analysis”) is a type of pro-
gram analysis technique that verifies whether information flows from untrusted
inputs (sources) to security-sensitive operations (sinks) [67, 73, 49, 33, 74, 6, 11,
48]. At the heart of taint analysis techniques is the taint policy, which specifies
how taint is introduced, propagated, and removed throughout program execu-
tion. These policies are typically tailored to the underlying client analysis. A
taint policy may also define sanitizers [63, 64], which are operations that re-
move taint from variables before they reach sensitive sinks. After propagating
taint according to the underlying policy, a program is reported as vulnerable
when tainted data reaches a sink without proper sanitization [56]. To illustrate,
Fig. 1 shows a vulnerable Java program in which the input args is a source of
tainted data. The method rt.exec(...) is a sink because it executes system
commands. Since there is untrusted data flow into this sink (highlighted in red),
a taint analyzer would report the program as vulnerable.

public static void main(String args[]){  
  Runtime rt = Runtime.getRuntime();
  String cmd;
  if(args.length == 1){
    cmd = args[0];
  }else{
    cmd = "ls -1";
  }
  rt.exec(cmd);
} 

Runtime rt = Runtime.getRuntime();

cmd = args[0]; ⚠ cmd = "ls -1";

rt.exec(cmd);

args.length == 1

Fig. 1: An example of a vulnerable Java program

Taint analysis is widely used in modern SAST tools because it helps un-
cover vulnerabilities caused by untrusted flows from untrusted sources of data
to security-sensitive operations in the system’s source code (i.e., taint-style
vulnerabilities). However, these analyses frequently over-approximate feasible
execution paths and may report infeasible source-to-sink flows that cannot occur
in practice. Such imprecision is particularly common when tools lack visibility
into application-specific validation logic, framework abstractions, or semantic
constraints encoded in the surrounding code [54].

2.2 LLM-Assisted Vulnerability Reasoning

Recent works have explored the use of LLMs for vulnerability detection [81, 71].
Unlike deterministic static analyses, LLMs can reason about semantic ambiguity
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in cases where the exploitability of a reported path depends on contextual be-
haviors such as custom sanitization logic, framework-specific validation routines,
or implicit assumptions embedded in application logic. Despite these advantages,
relying exclusively on LMMs for vulnerability detection presents practical limita-
tions [59]. LLM-based approaches are computationally expensive, may produce
inconsistent outputs, and often lack the scalability guarantees provided by tra-
ditional static analysis.

These tradeoffs motivate hybrid approaches that combine the scalability of
traditional static analysis for broad candidate discovery with selective LLM
reasoning for resolving semantically ambiguous findings [39]. Our work builds
on this observation by using deterministic analysis for candidate discovery and
structural validation, while selectively invoking LLM agents only when deeper
semantic reasoning is required.

3 TriVul Framework

In this section, we first define our problem (§ 3.1) and then describe our frame-
work’s architecture (§ 3.2).

3.1 Problem Statement

Let p be a Java project and let vt denote a target vulnerability type. We define the
task of vulnerability detection as whether there exists a source-to-sink path π in p
that introduces an exploitable vulnerability related to vt. Let C(p, v) be the set of
candidate findings produced by multiple static analyzers, where each candidate
ci ∈ C provides partial evidence about a possible vulnerability instance. Given a
project p and a candidate vulnerability path c ∈ C(p, v), our goal is to determine
whether c should be retained as a plausible instance of vulnerability family v
through staged structural and semantic validation. Equivalently, rather than
treating vulnerability detection as raw alert emission, we treat it as the problem
of selecting a subset C∗(p, v) ⊆ C(p, v) that maximizes precision while preserving
coverage over true vulnerability instances.

This formulation reflects a key practical limitation of existing static analyz-
ers: while they are effective at surfacing broad candidate sets, they often pro-
duce many false positives [80, 7], making precise downstream validation the key
challenge. Accordingly, TriVul is designed to solve this problem by combining
broad candidate generation with staged semantic and deterministic reasoning to
validate whether a candidate corresponds to a real vulnerability path.

3.2 Architecture of TriVul

As shown in Fig. 2, TriVul is a three-stage multi-agent vulnerability detection
approach that combines multiple static analyzers with targeted semantic refine-
ment. Given a target Java project p, TriVul first searches possible vulnerable
paths (candidates) using multiple worker agents. These agents include existing
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Fig. 2: Overview of the TriVul framework.

static analyzers and a rule-based suspicious function/API detector. The outputs
of these agents are then normalized and fused into a shared candidate represen-
tation. In the second stage, TriVul applies deterministic structural validation
to construct source-to-sink paths and filter out candidates that do not match the
expected shape of the target vulnerability family. In the third stage, we apply
a split LLM-based semantic layer to evaluate the outcomes of the prior stage:
an LLM judge evaluates the candidates that survive deterministic validation,
while a separate LLM recovery agent revisits candidates rejected by determin-
istic rules. The final output is the union of semantically accepted deterministic
survivors and semantically recovered deterministic rejects.

This design assigns different roles to deterministic analysis and LLM rea-
soning. Static and rule-based components provide scalable candidate generation
and structural constraints, while the LLM is reserved for late-stage semantic
decisions on a much smaller search space. Importantly, the LLM is not used as
a standalone detector. Instead, it operates after deterministic reduction, either
to reject semantically implausible survivors or to recover borderline true pos-
itives that deterministic validation may have pruned too aggressively. Because
the LLM serves different semantic roles at different points in the approach, Fig. 3
summarizes the compact prompt templates used for Stage I filtering, Stage III
path judging, and Stage III rejected-path recovery.

Stage I: Candidate Search The first stage is recall-oriented candidate discov-
ery. Starting from the target project, TriVul loads the relevant Java source files,
and launches multiple detection branches in parallel. Our implementation uses
four complementary static analyzers in our worker agents: CodeQL [18], Sem-
grep [58], Joern [72], and a rule-based vulnerability search. The rule-based vulner-
ability search performs lightweight lexical source–sink matching over Java files,
seeding taint from source-like APIs and public inputs, propagating it through
simple assignments, and checking reachability to CWE-specific sinks. It applies
minimal family-aware suppression to filter clearly sanitized cases, and forwards
the resulting coarse findings to the Stage I LLM filter. Unlike a purely rule-based
detector, however, this analysis branch also contains an LLM-based filtering step
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Stage I Filter
System prompt:

Judge whether an existing Java static analysis
finding is semantically plausible. Do not
search for new bugs.

Return JSON: KEEP / REJECT / UNSURE with
confidence and reason.

User prompt:

Target family: {{family}}
Target CWE: {{cwe}}
Finding:
- source statement
- sink statement
- source context
- sink context

Output `KEEP` if plausible, or `REJECT` only if
clearly wrong. Otherwise, output `UNSURE`.

Stage III Judge
System prompt:

Judge whether a candidate path is a
plausible unsanitized
vulnerable path for the target
CWE.

Return JSON: ACCEPT / REJECT / UNKNOWN

User prompt:

Target CWE: {{cwe}}
Vulnerability Family: {{family}}
Sink hints: {{sink_hints}}
Candidate path: {{path_text}}

Rules:
Output `ACCEPT` if plausible, `REJECT`

only if clearly invalid.
Otherwise, output `UNKNOWN`.

Stage III Recovery
System prompt:

System:
Review a path rejected by
the deterministic validator.
Decide whether it should
be rescued.
Return JSON:
RESCUE / KEEP_REJECTED / UNSURE

User prompt:

User:
Target CWE: {target_cwe}
Family: {family}
Rejected reason
Validator confidence
Candidate path
Source context
Sink context

Fig. 3: Prompt templates used in each LLM-based agents in TriVul.

that semantically judges rule-based findings before they enter the merge step.
This LLM component does not perform broad search by itself; rather, it acts
as an early-stage candidate filter that rejects only findings judged to be clearly
spurious while conservatively preserving plausible or ambiguous ones. At this
step, we give to the model a prompt as shown in the left panel of Fig. 3. As
a result, Stage I already reflects an interaction between rule-based candidate
generation and lightweight LLM-based candidate control. For readability, Fig. 3
shows simplified prompt templates.

To better illustrate this first stage, the left panel of Fig. 4 shows a simplified
example of this stage, where different worker branches surface overlapping coarse
candidates for the same target vulnerability family. In this stage, each worker
branch searches for suspicious source-to-sink paths using its own analysis strat-
egy and produces a set of candidate vulnerable paths together with vulnerability
type labels and local path metadata (e.g., source lines).

Fig. 4: TriVul walkthrough example.

The purpose of this stage is not to make final vulnerability decisions, but to
maximize coverage across heterogeneous vulnerability patterns. Since different
worker agents often produce overlapping reports with different path granular-
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ities, the end of Stage I performs candidate fusion. The fusion module groups
findings by a unified internal vulnerability family and sink location, merges sup-
porting evidence from different tools, and retains the most informative path
representation. This yields a consolidated candidate set that becomes the input
to deterministic validation. Before downstream validation, analyzer outputs are
normalized into a shared internal candidate representation with a common path-
based structure and a normalized vulnerability-family label, so that findings from
different branches can be fused and compared consistently.

Stage II: Deterministic Structural Validation The second stage applies
deterministic validation to the fused candidate set. Its purpose is to enforce
family-specific structural constraints before invoking expensive semantic reason-
ing. First, the framework builds explicit source-to-sink paths from the fused find-
ings. Then, it applies a vulnerability-family-aware validator that checks whether
the constructed path is consistent with the expected structural shape of the
predicted vulnerability family. Typical checks include whether the final node
behaves like a valid family-specific sink, whether the path contains plausible
source evidence, and whether there are deterministic signs that the candidate is
structurally implausible. The middle panel of Fig. 4 illustrates this stage, where
overlapping coarse findings are fused into explicit source-to-sink paths and then
partitioned into structurally validated and structurally rejected candidates.

This stage serves as the main precision-oriented deterministic filter. It is
deliberately stricter than Stage I, because its role is to reduce obvious noise
before the semantic layer. At the same time, we retain the rejected candidates
instead of discarding them permanently. This is important because some true
positive paths may contain indirect flows, helper methods, or project-specific
sink patterns that may not be captured perfectly by deterministic family rules
alone. Accordingly, Stage II produces two explicit outputs: a set of structurally
validated candidates and a set of structurally rejected candidates.

Stage III: Precision-oriented Path Evaluation The third stage introduces
a split LLM-based semantic layer that treats deterministic possibly vulnerable
path survivors and deterministic path rejects differently. For candidates that pass
deterministic validation, the framework first applies de-duplication and ranking,
and then sends the ranked validated paths to an LLM judge. The judge receives
the vulnerability family, target CWE context, local source and sink context, and
the candidate path itself, and decides whether the path remains semantically
plausible as an unsanitized vulnerability. This branch is precision-oriented: it
filters structurally valid survivors whose local source-to-sink evidence remains
too incomplete, ambiguous, or weakly supported to sustain a confident late-
stage semantic judgment. In Fig. 4, this corresponds to the judge branch in the
right panel, where one structurally valid but semantically weak path is rejected
before final output.

In parallel, the framework applies an LLM recovery agent to candidates re-
jected by deterministic validation. This recovery branch is recall-oriented and is
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designed to compensate for cases in which deterministic structural rules over-
prune valid but indirect or weakly expressed vulnerability paths. To control
inference cost, the recovery agent does not reconsider all rejected candidates.
Instead, it assigns each deterministic reject a lightweight priority score and ap-
plies LLM rescue only to the top-K candidates. Rather than re-running broad
search, this branch focuses only on a small subset of structurally rejected candi-
dates and asks whether any should be reinstated despite incomplete, indirect, or
benchmark-specific structural evidence. Recovered candidates bypass the judge
branch and are added directly to the final result set. The right panel of Fig. 4
illustrates this recovery lane, where a deterministically rejected path is rein-
stated after LLM-based semantic review. The corresponding prompt template
is shown in the right panel of Fig. 3. In our implementation, we also include a
fallback recovery step for the special case where the judge rejects all determinis-
tically validated candidates; in that case, a small subset of judge-rejected paths
is reconsidered using a stricter recovery configuration.

The final output of the approach is therefore constructed from two seman-
tic lanes: (1) vulnerable path candidates accepted by the LLM judge from the
deterministic-survivor branch, and (2) vulnerable path candidates recovered by
the recovery agent from the deterministic-reject branch. This split design allows
the LLM to play two distinct roles at the end of the approach: conservative se-
mantic filtering on high-confidence candidates and targeted recall recovery on
borderline rejects. Thus, the framework avoids using a single monolithic LLM fil-
ter and instead uses LLM reasoning in a role-aware manner that better matches
the error modes of the deterministic stages.

4 Evaluation

We conduct extensive experiments to evaluate the effectiveness of TriVul and
to understand the contribution of its stage-specific LLM components.

4.1 Research Questions

Our evaluation aim to answer the following research questions (RQs):

RQ1 How effective is TriVul at detecting real-world Java vulnerabilities on
datasets with ground-truth CWE annotations?

RQ2 To what extent does the LLM-based candidate filtering stage improve the
quality of vulnerability candidates in TriVul?

RQ3 What are the respective effects of deterministic validation and LLM-based
semantic validation in the stage-wise refinement process of TriVul?

RQ4 To what extent do the LLM-based semantic validation and recovery stages
reduce false positives in TriVul?

4.2 LLM Model Selection

To answer our RQs, we first selected three representative LLMs for our study:
GPT-4o-mini [50], Mistral 7B [31], and Code Llama2 [52]. These models cover
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both proprietary and open-weight families, as well as different tradeoffs between
capability, efficiency, and deployment cost [75, 16]. GPT-4o-mini represents a
compact proprietary model suitable for repeated inference in multi-stage ap-
proachs [50]. Among open-weight models, we include Mistral 7B [31] and Code
Llama2 [52], both of which have shown strong performance on reasoning and
code-related tasks [77, 23]. This model set allows us to evaluate whether TriVul
remains effective across LLM families with different architectures, scales, and
cost profiles.

4.3 Datasets

To evaluate TriVul’s effectiveness, we use CWE-Bench-Java as the primary
dataset [41]. This dataset contains 120 manually curated vulnerability instances
in Java projects spanning four vulnerability classes (CWEs): path traversal
(CWE-22), OS command injection (CWE-78), cross-site scripting (CWE-79),
and code injection (CWE-94) [41, 30]. This benchmark is suitable for our study
because it was explicitly designed for repository-scale Java vulnerability de-
tection and was used in a state-of-the-art LLM-based vulnerability detection
works [41]. Therefore, it provides a natural basis for comparing our approach
against both hybrid and static-analysis baselines.

It is important to highlight that seven vulnerability instances could not be
used because the corresponding GitHub repositories could not be retrieved suc-
cessfully (they were no longer available at the time we have conducted our eval-
uation). Thus, all reported CWE-Bench-Java results are computed on the re-
maining 113 samples. Table 1 shows number of samples we used in experiments
per vulnerability type (CWE).

Table 1: Benchmark composition and usable samples in our experimental setup.
Seven instances were excluded due to repository retrieval failures.
CWE Vulnerability Class #Samples #Evaluated

CWE-22 Path Traversal 55 53
CWE-78 OS Command Injection 13 12
CWE-79 Cross-Site Scripting 31 28
CWE-94 Code Injection 21 20

Total 120 113

4.4 Evaluation Metrics

We evaluate performance using sample-level recall, precision, and F1-score. Since
each sample in CWE-Bench Java contains a single known vulnerability, we adopt
a sample-level recall definition: a sample is considered correctly detected if at
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least one reported path overlaps with the ground-truth vulnerable method; oth-
erwise, it is considered missed. Moreover, precision is computed as the propor-
tion of reported paths that correspond to true vulnerabilities, i.e., Prec(P ) =
#true positive paths

#reported paths . The F1-score is computed as the harmonic mean of preci-
sion and recall (i.e., F1 = 2× Precision×Recall

Precision+Recall ), providing a balanced measure of
detection capability and path accuracy.

4.5 Baselines

We compare TriVul against four baselines spanning both LLM-based and tra-
ditional (non-LLM) vulnerability detection:

– CodeQL [17]. An industrial static-analysis framework based on declarative
queries. We use it as a precision-oriented taint-analysis baseline with strong
rules but limited semantic flexibility.

– Semgrep [8]. A lightweight rule-based analyzer that matches syntactic and
semantic code patterns, representing practical pattern-based detection used
in real-world pipelines.

– IRIS+GPT-4 [41]. A state-of-the-art LLM-assisted static-analysis frame-
work for repository-level Java vulnerability detection. We report published
results as a hybrid baseline combining static structure with LLM reasoning.

– IRIS+GPT-4o-mini. A reproduced IRIS variant using GPT-4o-mini, en-
abling us to isolate the effect of framework design from raw model strength.

5 Results

5.1 Overall Performance (RQ1)

We compare TriVul against standard static-analysis baselines and the reported
IRIS results on the matched CWE-Bench-Java samples. For TriVul, we re-
port both the best single-model configurations and the strongest mixed-LLM
configuration. The mixed setting uses different LLMs to different roles in each
stage: in our best case, GPT-4o-mini is used for the LLM filter and LLM judge
with temperature = 0.2, while Mistral-7B is used for LLM recovery with
temperature = 0.6.

Table 2 summarizes the overall benchmark-level results. Compared with Cod-
eQL and Semgrep, all TriVul variants improve both detection rate and F1-
score, showing the value of combining multi-source candidate search with struc-
tural and semantic refinement. The strongest overall result is achieved by the
mixed-LLM configuration, which detects 58 of 113 matched samples and reaches
a detection rate of 51.32%, an average FDR of 66.94%, and an average F1-score
of 0.374. This not only exceeds both static-analysis baselines by a large mar-
gin, but also slightly surpasses the reported IRIS+GPT-4 result in detection
rate (51.32% vs. 48.25%) while delivering a much lower false-discovery rate and
nearly doubling F1-score (0.374 vs. 0.188). Importantly, this improvement is not
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obtained by using a uniformly stronger model, but by assigning different models
to different semantic roles. In particular, the mixed configuration outperforms
every single-model TriVul variant, including GPT-4o-mini, Mistral-7B, and
CodeLlama2-7B when each is used alone across all LLM stages. This suggests
that the filter, judge, and recovery roles benefit from different model character-
istics, and that role specialization is more effective than forcing a single LLM to
handle all semantic decisions equally well.

Table 2: Overall performance on the 113 matched CWE-Bench-Java samples.
Det.=detected vulnerabilities, DR=sample-level detection rate, FDR=false de-
tection rate (lower FDR is better). Subscripts indicate temperature (t).
Method Det. DR (%) Avg FDR (%) Avg F1

CodeQL 12 10.62 89.66 0.105
Semgrep 11 9.82 94.81 0.062
IRIS+GPT-4 55 48.25 83.96 0.188
IRIS+GPT-4o-mini 27 23.89 89.27 0.040

TriVul + Mixed-LLM 58 51.32 66.94 ↓ 20.3% 0.374 ↑ 99.0%
TriVul + GPT-4o-minit=0.2 54 47.79 67.60 ↓ 19.5% 0.361 ↑ 92.0%
TriVul + Mistral-7Bt=0.6 54 47.79 68.23 ↓ 18.7% 0.356 ↑ 89.4%
TriVul + CodeLlama2-7Bt=0.2 53 46.90 68.72 ↓ 18.1% 0.350 ↑ 86.2%

The single-model results show the same overall trend. Among them,
GPT-4o-mini is the strongest, detecting 54 samples with a 47.79% detection
rate, a 67.60% average FDR, and an F1-score of 0.361. Mistral-7B is very close,
while CodeLlama2-7B remains competitive but slightly weaker. In contrast, the
reproduced IRIS+GPT-4o-mini result performs much worse, detecting only 27
samples with an F1-score of 0.040, which further highlights that simply replac-
ing GPT-4 with a smaller model in IRIS does not preserve effectiveness. Overall,
these results show that the main advantage of TriVul is not only stronger
raw detection, but a better precision–coverage balance. The gains are especially
meaningful because they are achieved while keeping false discoveries much lower
than IRIS, indicating a substantially cleaner alert set for downstream use.

Table 3 further breaks down the results by CWE category using sample-level
recall and alert-level precision. The strongest gains appear in CWE-22, where
TriVul achieves the best recall and F1-score among the compared methods.
TriVul also performs strongly on CWE-79, where it exceeds both CodeQL and
IRIS+GPT-4 in balanced effectiveness. For CWE-94, TriVul again improves
substantially over Semgrep and the reported IRIS result in both precision and
F1-score, although absolute recall remains moderate. The most challenging cat-
egory is CWE-78, where all methods perform relatively poorly, suggesting that
command-injection-style cases remain difficult for both deterministic and LLM-
assisted approaches. Taken together, the per-CWE results are consistent with
the benchmark-level findings: the strength of TriVul comes from achieving
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Table 3: Per-CWE comparison using alert-level precision and sample-level recall
on the matched CWE-Bench-Java samples. “Detected” denotes the number of
benchmark vulnerabilities successfully detected for that CWE.

CWE Method Detected Recall Precision F1

CWE-22
(53 samples)

CodeQL 9 0.1698 0.8611 0.2835
Semgrep 4 0.0769 0.4211 0.1301
IRIS+GPT-4 31 0.5849 0.0600 0.1088
TriVul+GPT-4o-mini 34 0.6415 0.4427 0.5239

CWE-78
(12 samples)

CodeQL 1 0.0833 0.5000 0.1429
Semgrep 3 0.2500 0.3077 0.2759
IRIS+GPT-4 3 0.2727 0.0275 0.0499
TriVul+GPT-4o-mini 1 0.0833 0.1429 0.1053

CWE-79
(28 samples)

CodeQL 2 0.0714 1.0000 0.1333
Semgrep 2 0.0714 0.3793 0.1202
IRIS+GPT-4 13 0.4643 0.0257 0.0487
TriVul+GPT-4o-mini 13 0.4643 0.6104 0.5274

CWE-94
(20 samples)

CodeQL 0 0.0000 0.0000 0.0000
Semgrep 2 0.1000 0.0423 0.0594
IRIS+GPT-4 8 0.3810 0.0198 0.0376
TriVul+GPT-4o-mini 6 0.3000 0.1286 0.1800

better semantic discrimination on the dominant vulnerability categories while
preserving competitive overall recall.

5.2 Effectiveness of LLM Filtering in Stage I (RQ2)

To evaluate the contribution of the Stage I LLM filter independently from the
later semantic stages, we isolate the approach up to deterministic validation
and measure performance immediately after that point (Post-DV). We evaluate
Stage I at this point rather than on the raw rule-based search output, because the
rule-based search branch participates in multi-tool fusion before deterministic
validation, making the quality of the fused candidate pool more meaningful than
the standalone size of the upstream candidate set. This design therefore allows us
to assess whether the Stage I LLM filter improves the quality of the candidate
pool that survives deterministic structural pruning. We compare a rule-only
baseline against the best-performing LLM-filtered configuration for each model.

Table 4 shows that the impact of the Stage I LLM filter is strongly model-
dependent. Compared with the rule-only baseline, the CodeLlama2-based filter
improves all three evaluation metrics after deterministic validation, increasing
recall from 0.3805 to 0.3982, precision from 0.3727 to 0.3873, and F1 from 0.3766
to 0.3927. This gain is also reflected in the alert counts: relative to the baseline,
the CodeLlama2-based filter yields 8 fewer false-positive alerts and 4 more true-
positive alerts. These results suggest that an appropriately chosen LLM filter
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Table 4: Effect of the Stage I LLM filter compared with the rule-only baseline.
Results are reported after deterministic validation (Post-DV). The baseline uses
only rule-based, LLM-free filter, while the LLM-filtered settings use the best-
performing temperature for each model.
Configuration Recall Precision F1 FP Alerts TP Alerts

Rule-based only (Baseline) 0.3805 0.3727 0.3766 239 142
+ GPT-4o-mini filter 0.3805 0.3776 0.3791 239 ±0 145 ↑ 3
+ CodeLlama2 filter 0.3982 0.3873 0.3927 231 ↓ 8 146 ↑ 4
+ Mistral filter 0.3805 0.3691 0.3747 241 ↑ 2 142 ±0
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Fig. 5: Sensitivity of the Stage I LLM filter to temperature, measured relative to
the rule-only baseline.

can improve the quality of the upstream candidate pool before later semantic
refinement.

At the same time, the table also shows that not all LLMs provide the same
benefit. The best Mistral-based filter achieves nearly identical recall to the base-
line, but slightly lower precision and F1, while also producing two additional
false-positive alerts. The best GPT-4o-mini-based filter remains close to the
baseline as well: it retains the same recall, increases the true-positive alert count
slightly, but does not reduce false-positive alerts. Overall, these results show
that Stage I LLM filtering can be beneficial, but its contribution is not univer-
sal; rather, it depends strongly on the model used in the filtering role.

Temperature Sensitivity of Candidate Filtering To study temperature
sensitivity in the Stage I filtering role, we use the same evaluation setting as in
RQ2 and measure performance immediately after deterministic validation, be-
fore any downstream semantic judgment or recovery is applied. For each model,
we vary only the decoding temperature of the Stage I LLM filter while keeping
the rest of the deterministic approach unchanged. Fig. 5 reports the resulting
changes relative to the rule-only baseline, allowing us to examine how temper-
ature affects the filter’s ability to preserve useful candidates while suppressing
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noisy ones. A clear pattern is that the effect of temperature is model-dependent.
For the CodeLlama-based filter, lower temperatures generally produce the most
favorable behavior, with positive gains over the rule-only baseline in both re-
tained true-positive alerts and removed false-positive alerts. As temperature in-
creases, these gains become smaller and less stable, suggesting that the filter
becomes less selective in preserving useful candidates.

The GPT-4o-mini-based filter exhibits a similar but milder trend. At low
temperatures, it remains slightly above the baseline in retained true-positive
alerts, but the gains are modest and decline as temperature increases. In contrast,
the Mistral-based filter stays close to the baseline across all tested temperatures,
with little variation and no clear region of strong improvement. This indicates
that Mistral is relatively insensitive to temperature in this role, but also less
beneficial as a Stage I filter.

Overall, the figure suggests that the Stage I LLM filter is sensitive to temper-
ature, but the degree of sensitivity depends strongly on the underlying model.
In our setting, lower temperatures are more favorable for Stage I filtering, espe-
cially for CodeLlama, whereas higher temperatures tend to weaken the filter’s
ability to preserve useful candidates while suppressing noisy ones.

5.3 Stage-wise Comparison of Structural and Semantic Validation
(RQ3)

To evaluate the role of deterministic validation (DV), we use a shared stage-
wise ablation that measures performance at three checkpoints of the approach:
before deterministic validation (Without DV ), immediately after deterministic
validation (Only-DV ), and after the downstream semantic stage (DV + Judge
+ Recovery). In this subsection, we focus on the first two settings to isolate the
effect of Stage II structural pruning. Table 5 shows that the pre-validation stage
achieves the highest recall, because the candidate set is still recall-oriented and
retains many plausible but weakly supported findings. However, this comes with
limited precision, indicating that a substantial amount of structural noise is still
present before deterministic validation.

Applying DV substantially reduces recall in all three configurations, confirm-
ing that it functions as a deliberately conservative structural pruning stage. For
GPT-4o-mini, recall drops from 0.5310 to 0.3805, while precision improves from
0.3565 to 0.3776. A similar precision gain is observed for CodeLlama2, where
precision increases from 0.3070 to 0.3231 after validation. These results indicate
that deterministic validation is effective at removing structurally implausible
candidates and tightening the candidate set before later semantic analysis. At
the same time, the recall reduction shows that this stage is intentionally biased
toward precision-oriented pruning rather than standalone end-to-end optimality.
For Mistral, this tradeoff is even sharper, as both recall and precision decrease
slightly after DV, suggesting that fixed structural rules do not always align
equally well with all upstream candidate distributions.

Overall, these results suggest that deterministic validation should not be
viewed as a final decision stage, but as an intermediate structural bottleneck
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within the broader approach. Its purpose is to suppress obvious structural noise
and produce a more constrained candidate set for downstream semantic judg-
ment and recovery. Under this interpretation, the intermediate recall loss is not
evidence of a flawed design, but evidence that Stage II and Stage III serve com-
plementary roles: deterministic validation narrows the search space, and the later
semantic stage repairs overly conservative pruning when necessary.

5.4 Effectiveness of LLM Judge and LLM Recovery in Stage III
(RQ4)

We use the same stage-wise ablation in Table 5 to evaluate the contribution of
the downstream semantic layer. In this subsection, we focus on the comparison
between the Only-DV (Deterministic Validation) and DV + Judge + Recovery
settings in order to isolate the effect of Stage III after deterministic structural
pruning. Across all three representative configurations, enabling the Stage III
LLM judge and recovery modules consistently improves performance over the
DV-only setting. For GPT-4o-mini, precision rises from 0.3776 to 0.4047, recall
increases from 0.3805 to 0.4602, and F1 improves from 0.3791 to 0.4306, yielding
the best overall balance among the three stages. Mistral and CodeLlama2 show
the same qualitative trend: although DV alone is intentionally conservative, the
downstream semantic stage recovers part of the lost recall while also improving
precision relative to the post-validation stage.

This pattern suggests that the LLM-based downstream stage complements
deterministic validation rather than replacing it. While deterministic validation
removes many structurally implausible candidates, it also discards borderline
true positives. The LLM judge and recovery modules help correct this over-
pruning behavior by adding semantic reasoning after structural filtering. As a
result, the final system achieves a stronger precision–recall balance than either
the recall-oriented pre-validation stage or the deterministic validator alone. In
this sense, the main contribution of the downstream LLM stage is not simply
additional filtering, but semantic repair and refinement of the structurally con-
strained candidate set.

Temperature Sensitivity of LLM Judge/Recovery To isolate the effect of
late-stage semantic modules in RQ3, we fix the upstream Stage I LLM filter to
GPT-4o-mini at temperature 0.2 and vary only the model and temperature used
in the downstream LLM judge and recovery. Fig. 6 shows that Stage III behav-
ior is also temperature-sensitive, although the trend remains model-dependent.
The figure reports the TP/FP reductions produced by Stage II and Stage III to-
gether; since Stage II is fixed and deterministic within each setting, the relative
differences across temperatures are driven by the Stage III LLM judge. Overall,
lower temperatures produce more stable and stronger end-to-end performance,
with the best mean F1 observed at T=0.2 and the second-best at T=0.0, while
performance degrades progressively at higher temperatures.

At the model level, GPT-4o-mini achieves the strongest overall result, with its
best configuration at T=0.0 (recall 0.4513, precision 0.4137, F1 0.4317). Mistral
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Table 5: Stage-wise effect of deterministic validation (DV) and downstream se-
mantic refinement.
Model Setting Recall Precision F1

GPT-4o-mini
Without DV 0.5310 0.3565 0.4266
Only-DV 0.3805 0.3776 0.3791
DV + Judge + Recovery 0.4602 0.4047 0.4306

Mistral
Without DV 0.5221 0.3106 0.3899
Only-DV 0.3363 0.3067 0.3208
DV + Judge + Recovery 0.4425 0.3543 0.3935

CodeLlama2
Without DV 0.5221 0.3070 0.3869
Only-DV 0.3540 0.3231 0.3378
DV + Judge + Recovery 0.3982 0.3442 0.3692
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Fig. 6: TP and FP changes for three LLM backends in Stage III. Across all mod-
els, the LLM recovery stage restores part of lost true positives, while the LLM
judge provides an additional semantic filtering layer over remaining candidates.

is more stable across the sweep and performs best at T=0.8, while CodeLlama
reaches its best result at T=0.6. Taken together, these results suggest that tem-
perature has a measurable effect even when LLMs are used only in the late
semantic stages, and that low-temperature decoding remains the most reliable
default for Stage III semantic validation.

5.5 End-to-End Sensitivity to LLM Temperature

Fig. 7 shows how end-to-end precision, recall, and F1-score change when vary-
ing the temperature of the LLM-based stages across the three model backends.
Overall, the framework remains reasonably stable across the tested range, but
the temperature effect is still visible and clearly model-dependent. Across all
settings, recall varies within a relatively narrow band for most models, while
precision and F1 are more sensitive to temperature changes. This suggests that
temperature primarily affects the quality of semantic filtering and recovery rather
than the system’s ability to surface vulnerability candidates at all.
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Fig. 7: Comparison of precision, recall, and F1-score.

For GPT-4o-mini, the best overall setting is at low temperature. At T=0.2, it
achieves the highest recall (0.4779), the highest precision (0.3240), and the high-
est F1-score (0.3609) among all tested configurations. At T=0.0, performance
is slightly lower but still strong, with recall 0.4513, precision 0.2969, and F1
0.3338. As temperature increases beyond 0.2, all three metrics decline gradu-
ally: F1 drops to 0.3487 at T=0.4, 0.3290 at T=0.6, and 0.3391 at T=0.8. This
pattern indicates that GPT-4o-mini performs best under relatively conservative
decoding, where semantic judgments remain more stable and less noisy.

Mistral exhibits a different trend. Rather than peaking at the lowest temper-
ature, it improves steadily from T=0.0 to T=0.6, where it reaches its best overall
configuration with recall 0.4779, precision 0.3177, and F1 0.3561. Compared with
its low-temperature setting, this represents a clear gain in both precision and
F1. However, the improvement is not monotonic across the full range: at T=0.8,
performance drops noticeably, with recall falling to 0.4071 and F1 to 0.3068.
This suggests that Mistral benefits from a moderate amount of stochasticity,
but degrades once the temperature becomes too high.

CodeLlama shows the mildest overall variation, but also the weakest perfor-
mance among the three models. Its best configuration appears at T=0.2, where
it attains recall 0.4690, precision 0.3000, and F1 0.3400. At T=0.0, 0.4, and
0.6, the changes are relatively small, with F1 remaining in the range of roughly
0.325–0.333, while at T=0.8 the performance drops more clearly to an F1-score of
0.3146. This indicates that CodeLlama is somewhat less sensitive than Mistral,
but also less capable of benefiting from temperature tuning.

Taken together, the results suggest that TriVul is moderately robust to
temperature variation, but the optimal operating point differs across models.
Among all tested settings, the strongest overall configuration is GPT-4o-mini at
T=0.2, which achieves the best combined precision, recall, and F1-score. Mistral
at T=0.6 is competitive and narrows the gap substantially, while CodeLlama
remains consistently weaker. Based on this sweep, we adopt GPT-4o-mini with
T=0.2 as the default setting in the remainder of the paper, since it provides the
best overall balance between vulnerability coverage and false-positive control.



Title Suppressed Due to Excessive Length 19

6 Discussion and Limitations

Our results show that the main strength of TriVul lies in improving the
precision–coverage balance through staged validation rather than simply maxi-
mizing raw detection counts. Across the benchmark, TriVul achieves a better
F1-score and lower false-discovery rate than the reported IRIS configuration
while maintaining competitive recall. These gains are most visible for CWE-22
and CWE-79, whereas CWE-78 remains challenging, suggesting that some vulner-
ability classes require richer semantic modeling.

A key takeaway is that deterministic validation in Stage II is intentionally
designed as a conservative structural bottleneck rather than a standalone final
decision stage. Its role is to remove obvious structural noise and narrow the
candidate space before semantic refinement, even at the cost of pruning some
true positives. At the same time, the current Stage II implementation is still
relatively simple, relying on family-aware structural rules and lightweight local
search. This simplicity limits its ability to capture interprocedural or highly indi-
rect flows, but does not limit the broader three-stage design principle, which can
naturally accommodate stronger deterministic reasoning in future extensions.
More broadly, our results suggest that the interaction between Stage I candidate
filtering and Stage III semantic judgment and recovery is itself an important
design question. In particular, our benchmarking indicates that a mixed-model
configuration, in which different LLMs are assigned to different stages based
on ablation results, can outperform using a single LLM across all three seman-
tic components. This observation further supports the view that stage-specific
model compatibility may matter more than raw model strength alone. However,
the mechanism underlying these cross-stage interactions remains unclear, and a
more systematic study of joint model assignment, calibration, and end-to-end
optimization is an important direction for future work.

Beyond the empirical gains, our results suggest three considerations when
integrating LLM reasoning with static analysis. First, LLM-based recovery in
vulnerability detection should remain selective rather than revisiting all rejected
candidates, since broader recovery can make the approach overly permissive and
degrade end-to-end performance. Second, LLM reasoning is most effective after
deterministic structural narrowing, where the search space has already been
filtered to structurally plausible candidates instead of raw tool outputs. Third,
end-to-end effectiveness depends on cross-stage interactions, so the best model
for an individual stage is not necessarily the best model for the overall approach.
In summary, our findings support a hybrid design in which deterministic analysis
provides scalable candidate discovery and pruning, while LLMs are assigned
narrow, role-specific semantic tasks.

The comparison between Mistral and CodeLlama2 further suggests that a
code-focused model does not automatically achieve better performance than a
general-purpose model in vulnerability-analysis approaches. Although CodeL-
lama2 is more explicitly specialized for code, its advantage is not consistent
across filtering, validation, and recovery. This indicates that the critical capa-
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bility in our setting is not simply code modeling, but reliable semantic decision
making in the presence of noisy candidates and conservative structural pruning.

A further threat to validity is potential benchmark contamination in the
evaluated LLMs. However, CWE-Bench-Java was released after Code Llama,
Mistral-7B, and the reported knowledge cutoff of GPT-4o-mini, making direct
memorization of the benchmark less likely. Nevertheless, benchmark contam-
ination remains a general concern for LLM-based evaluations and should be
considered when interpreting the results

7 Related Work

7.1 Traditional (non-LLM) Static Vulnerability Detection for Java

Traditional vulnerability detection for Java has largely been driven by static ap-
plication security testing (SAST) tools based on pattern matching, taint track-
ing, and program analysis. Semgrep is representative of lightweight, rule-based
SAST, providing semantic pattern matching and practical integration into local
and CI-based workflows for Java security scanning [57, 58]. SpotBugs represents
a classic bytecode-level bug-pattern analyzer for Java; although it remains use-
ful in practice, its documented security checks are intentionally conservative and
often focus on obvious vulnerability instances [62]. CodeQL offers a stronger
semantic-analysis baseline by modeling code as a queryable database and sup-
porting dataflow and taint-style reasoning over Java/Kotlin programs [17, 18].

Recent empirical studies highlight both the value and the limitations of these
traditional analyzers. Afrose et al. evaluated Java cryptographic misuse detectors
and showed substantial variation across tools, especially on interprocedural and
path-sensitive cases [1, 25]. Alqaradaghi and Kozsik [2] conducted a broader em-
pirical evaluation of Java static analyzers on Juliet and found that performance
varies sharply across CWEs, with no single tool performing uniformly well. These
findings suggest that conventional SAST tools provide an important foundation,
but often struggle to simultaneously achieve broad coverage and high precision.

7.2 Specialized Static Analysis for Java Vulnerabilities

A related line of work improves precision by designing Java-specific analyses
for narrower vulnerability classes or framework settings. Early work by Livshits
and Lam showed that static analysis can effectively detect Java web vulnerabil-
ities such as SQL injection and cross-site scripting when supported by precise
points-to reasoning and vulnerability-specific specifications [43, 5]. Later work
emphasized that precision in Java also depends on modeling the surrounding
framework ecosystem: Antoniadis et al. [4] showed that enterprise Java analysis
becomes incomplete and imprecise without explicit support for framework ab-
stractions and cache-heavy program structure, while SemTaint improved taint
tracking for modern Java web frameworks through rule-based framework mod-
eling and more precise composite-container analysis [28]. Another major direc-
tion focuses on vulnerability-specific misuse detection. For cryptographic APIs,
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CrySL [36] introduced a declarative specification language for secure API usage,
CryptoGuard demonstrated high-precision detection of cryptographic vulnera-
bilities in large Java projects [51], and Seader combined example-based pattern
inference with interprocedural analysis to detect and repair Java cryptographic
API misuses [78]. For Java deserialization, GCMiner and Tabby showed that
modeling overriding behavior, runtime polymorphism, and gadget-chain struc-
ture can substantially improve deserialization vulnerability discovery [12, 14].
These studies show that improving precision in static analysis via Java-specific
semantics, framework awareness, or vulnerability-focused reasoning would typi-
cally reduces cross-vulnerability generality [45].

7.3 LLM-Based and Hybrid Vulnerability Detection

More recent work explores large language models (LLMs) for vulnerability de-
tection, motivated by their stronger semantic understanding of source code and
surrounding context. GRACE augments LLM-based vulnerability detection with
graph structure and in-context learning, showing that structural code informa-
tion can improve detection performance over earlier deep-learning baselines [44].
In the Java setting, Hussain et al. proposed a hybrid deep-learning architecture
that combines graph and sequence representations of code, illustrating the grow-
ing interest in moving beyond purely rule-based detection toward learned vulner-
ability reasoning [29, 26]. However, many such approaches are evaluated primar-
ily as classification systems rather than as repository-level detection pipelines.

Other works explored combining LLM reasoning with static analysis rather
than replacing static analysis outright. IRIS [41] is a representative neuro-symbolic
system that uses LLMs to infer taint specifications and contextual information
while retaining a static-analysis backbone for repository-scale vulnerability de-
tection. IRIS also introduces CWE-Bench-Java, a manually validated benchmark
of real-world Java vulnerabilities, and demonstrates improved detection over
CodeQL on that benchmark [41]. More recent work has continued this hybrid
direction. QLPro [27] integrates LLM reasoning with static analysis to automate
project-specific vulnerability discovery , while Vul-RAG [20] shows that external
knowledge and structured guidance can substantially improve raw LLM judg-
ments. At the same time, recent empirical studies at project scale report that
standalone or weakly constrained LLM detectors still suffer from shallow in-
terprocedural reasoning and high false-discovery rates [38, 22]. Taken together,
these results suggest that LLMs are most effective when used to refine, contextu-
alize, or selectively recover candidates produced by traditional program analysis,
rather than to replace static analysis entirely.

7.4 Agent-Based Vulnerability Detection

A further step is to organize LLM reasoning as an explicit agent workflow rather
than a single-pass prediction. In this setting, agents can iteratively gather repos-
itory context, inspect interprocedural flows, formulate vulnerability hypotheses,
and validate those hypotheses against surrounding code. Yildiz et al. [76] provide
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one of the clearest evaluations of this design space by benchmarking standard
LLMs against ReAct-style agents for repository-level vulnerability detection,
showing that agents perform better when relevant context must be retrieved and
analyzed incrementally across multiple functions . However, they also show that
both standalone LLMs and agents remain inconsistent, with common failures
including missed vulnerabilities, over-analysis of defensive code, and unstable
reasoning [76]. Related work in adjacent security settings points in a similar
direction. Toprani and Madisetti [65] propose an agentic workflow for vulnera-
bility detection and remediation in infrastructure-as-code, combining LLMs with
retrieval and a knowledge base to improve contextual reasoning over security mis-
configurations. More recent agentic systems also explore stronger decomposition
strategies, such as hypothesis-validation approaches and multi-agent specializa-
tion for different security perspectives, further suggesting that agent workflows
can improve vulnerability localization and reasoning when repository context is
large and heterogeneous [70]. Taken together, these studies suggest that agent-
based systems are promising for repository-scale vulnerability analysis, but that
they still require grounding, structured retrieval, and explicit validation mecha-
nisms to control false positives and stabilize decision quality.

8 Conclusion

We presented TriVul, a three-stage multi-agent assisted static analysis frame-
work for Java vulnerability detection. TriVul combines recall-oriented candi-
date search, deterministic structural validation, and LLM-based semantic judg-
ment and recovery to improve the precision–recall balance of vulnerability detec-
tion. Evaluated on matched CWE-Bench-Java samples, TriVul achieves sub-
stantially higher F1-score and lower false-discovery rate than standard static-
analysis baselines and the reported IRIS configuration, while maintaining com-
petitive recall.

Our results show that the effectiveness of LLMs in static analysis is highly
role-dependent. In TriVul, LLMs are most useful not as standalone end-to-end
detectors, but as targeted semantic components for candidate filtering, semantic
validation, and reject recovery. We further show that deterministic validation,
while simple and conservative, becomes effective when embedded in a broader
staged approach that allows downstream semantic recovery to repair over-pruned
true positives. Overall, this work suggests that staged validation is a practi-
cal design principle for integrating LLMs with static analysis, and provides a
foundation for future extensions with stronger deterministic analysis and richer
semantic reasoning.
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